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[Iporokom SNMP Obu1 pa3paboTaH ¢ 1eIbl0 MPOBEPKH (PYHKIITMOHHPOBAHMS CETEBBIX
MapuIpyTu3aTopoB 1 MocToB B 1988 romy. Briocnenctsum, chepa neiicTBUs MPOTOKOIA OXBAaTHIIA U
Jpyrue CeTeBble YCTPOMCTBA, Takhe Kak xaObl, LUIIO3bl, TEPMHUHAJIbHBIE CEpBEpPa M Jaxe
YCTPOHCTBA MMEIOLINE OTNAIEHHOE OTHOIICHHE K CEeTH: NpPUHTEpa, UCTOYHHMKH OecriepeOoitHOro
nutanus, PLC u T1.1. Kpome TOro, mpoTokosa aomyckaer BO3MOXKHOCTb BHECEHHS M3MEHEHHH B
(GYHKIMOHMpPOBAaHUE  YKa3aHHbBIX  ycTpoiictB. Ha  nmanHoe Bpems npotokon  SNMP
crangaptusuponat kak RFC-1157, -1215, -1187, -1089.

JlaHHBIf MOIyJdb MNPENOCTaBIsET BO3MOXKHOCTh COOMpaTh HMHPOPMALUIO Yy Pa3IMYHbIX
ycrpoiicts no SNMP npoTokoiny.

1 SNMP

OCHOBHBIMH B3aMMOJICHCTBYIOUIMMU <«JIMLIAMK» TPOTOKOJA SIBJSIOTCS areHTbl U CHUCTEMBbI
ynpasieHus. Ecinu paccMaTtpuBaTh 3T JIBa TIOHATHUS Ha SA3BIKE «KJIMEHT-CEPBEP», TO POJIb CEpBEpa
BBINOJIHAIOT areHTbl, TO €CTh T€ CaMble YCTPOWCTBA, [UIA ONPOCAa COCTOSHUS KOTOPBIX M ObLI
pa3pabotan mpoTokos. COOTBETCTBEHHO, POJb KIHMEHTOB OTBOJUTCS CHCTEMaM YIIPaBICHHUS —
CETEBBIM NMPUIIOKEHHUSIM, HEOOXOAUMBIM AJis cOopa mHbopManuu 0 GyHKIIMOHUPOBAHUU areHTOB.
[ToMuMo 3THX JBYX CYOBEKTOB B MOJEIM MPOTOKOJA MOXKHO BBLICIHTH TaKKe eIle JiBa:
YIIPABJISAIONTY0 HH(POPMAIIHIO U CaM MTPOTOKOJI 0OMEHA JaHHBIMH.

Bcs umapopManms 00 0O0BEKTaX CHCTEMBI-alr€HTa COJEPXKUTCS B Tak HasbiBaeMod MIB
(management information base ) — 6a3e ympasisromeil uHpopmanuu, Apyrumu cioBamu MIB
MPEACTaBISIET COO0M COBOKYITHOCTh 00BeKTOB (MIB-mepeMenHbIe), MOCTYMHBIX ISl OTEparuid
3aMUCU-YTCHUS.
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Ha nanubIii MOMEHT cymiecTByeT ueTbipe 6a3sl MIB:

1. Internet MIB — 06a3a paHHBIX OOBEKTOB Ui OOCCIEUEHHUS JIUATHOCTHKH OIIMOOK U
koH(purypanuii. Bkimrodaer B ce0s 171 00bexT (B TOM uncie u 00bexTsl MIB I).

2. LAN manager MIB — 6a3a u3 90 00beKTOB — apoJin, CECCUH, MOIB30BATEIH, OOIINE PECYPCHI.
3. WINS MIB - 6a3a 00beKkTOB, He00X0UMBIX 115 pyHKIoHupoBanus WINS cepsepa.

4. DHCP MIB - 06a3a o00bekTOB, HeoOXomumbix i ¢yHkuuonupoBanus DHCP cepsepa,
CIy’Kalllero Uil JMHaMu4eckoro Beiaenenus I[P agpecos B ceru.

1.1 MIB

Bce umena MIB nmerot nepapxuueckyro cTpyktypy. CyliecTByeT AecsiTh KOPHEBBIX AJIMACOB:

1. System — nannas rpynma MIB II comepxutr B cebe ceMb OOBEKTOB, KaXKIbI M3 KOTOPBIX
CITYXUT Juist XpaHeHust uadopmaiuu o cucreme (Bepcust OC, Bpemst pabOTHI U T.11.).

2. Interfaces — comepxxuT 23 00beKTa, HEOOXOAMMBIX [Isl BEIEHUS CTATUCTHUKU CETEBBIX
uHTEepQeicoB areHToB (KonmyecTBO wuHTepdeiicoB, pasmep MTU, ckopocTs mnepenayw,
dbuszndeckue aapeca u T.1.).

3. AT (3 oObekTa) — OTBEHalOT 3a TPAHCISLIMIO aapecoB. bonee He wucmonb3yercs. beina
BitoueHa B MIB [. B SNMP v2 »sta wundopmamus Obina mnepeneceHa B MIB s
COOTBETCTBYIOIIUX MPOTOKOJIOB.

4. IP (42 oObekTa) — naHHble O mpoxomsaunux [P makerax (KOJIMYECTBO 3ampoCOB, OTBETOB,
OTOPOIIICHHBIX TTAKETOB).

5. ICMP (26 00bekToB) — HH(pOpPMAIHSI O KOHTPOJBHBIX COOOMICHHUSX (BXOISIINE/UCXOISIINE
COOOIIECHUS, OIUOKH H T.1.).

6. TCP (19) — Bce, 4TO KacaeTcsi OJHOMMEHHOI'O TPAHCIIOPTHOI'O MPOTOKOJA (AITOPUTMBI,
KOHCTaHTBI, COSTUHEHUSI, OTKPBITHIE TIOPTHI | T.IL.).

7. UDP (6) — ananoruuno, tonbko anss UDP mporokona (BXoAsIiue/MCXOSIINe AaTarpaMMBl,
MOPTBHI, OIINOKH).

8. EGP (20) —  nmammsle o Tpaduke Exterior Gateway Protocol (ucmonb3yercs
MapuIpyTU3aTopamMH, OOBEKTHI XPaHAT HH(POPMAIMIO O HPUHATHIX/OTOCIAHHBIX/OTOPOIICHHBIX
KaJapax).

9. Transmission — 3ape3epBupoBaHa s creruduueckux MIB.
10. SNMP (29) — cratuctuka mo SNMP — Bxoasmuye/ucxo1sme maKkeTbl, OrpaHUYeHHs TaKEeTOB
10 pa3Mepy, OMIMOKH, JaHHbIe 00 00pabOTaHHBIX 3aMpOcax ¥ MHOTOE APYToe.

1.2 Anpecanust

Kaxxaplii 3 KOPHEBBIX AJIMACOB IPEACTABIISIETCS B BUJE JEPEBa, pacTyiiero BHU3. Hanpumep, k anpecy
aIMUHUCTpATOpa MOXKHO OOpaTHThCS MocpeAcTBOM ImyTH: system.sysContact.0, ko BpeMeHH pabOThI
cucremsl system.sysUpTime.0, k onucanuio cucreMsl (Bepcus, aapo u apyras unpopmaims o6 OC) :
system.sysDescr.0. C apyroii CTOpOHBI, T€ K€ JaHHBIE MOTYT 3aJaBaThCsl U B TOUEYHOW HOTanuu. Tax
system.sysUpTime.0 cootBercTBYyeT 3Hauenue 1.3.0, Tak kak system umeeT unaexc “1” B rpynnax MIB 1,
a sysUpTime — 3 B uepapxuu rpynmnsl system. Hoib B KOHIIE TTyTH TOBOPHT O CKaJIIPHOM THIIE XPAaHUMBIX
JaHHBIX. B mpouecce paboThl CUMBOJIbHBIE UIMEHA OOBEKTOB HE UCIOJIB3YIOTCS, TO €CTh €CIIM MEHEIKep
3ampaimMBaeT y areHra coJepkumoe mnapamerpa system.sysDescr.0, To B cTpoke 3ampoca CCbUIKa Ha
00BekT Oyzaer npeobpaszosana B “1.1.0”, a He OyeT nepegaHa «Kak ecThb.

B o01iemM, cymiecTByeT HECKOJIBKO CIOCO00B 3anucH aapeca k MIB-nepemenHoii:

1 TIpsmast komoBast anpecanus — “.1.3.6.1.2.1.1” (kopHeBoit anmac System). [Ipu Takoit agpecanun
kaxas MIB nepemeHHast KOAUPYeTCsS HACHTU(UKATOPOM, a TIOJTHBIN aJIpec 3aliChIBACTCS B BUJIC
MOCIIEI0BATEIHPHOCTH UICHTU(UKATOPOB pa3AeIEHHBIX TOYKOM, CIeBa Ha MpaBo. JlaHHas 3amuch agpeca
SIBIISIETCSI OCHOBHOM | BCE JIPYTHE CIIOCOOBI 3aITUCH MPUBOISTCS K HEH.

2 IlonHas CMMBOJIbHASI, B COOTBETCTBUU C MPEABIAYIIEH KOIOBOM —
“1so.org.dod.internet.mgmt.mib-2.system”.
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3 Apapecanusi OT KOpHEBOTro anuaca — “system.sysDescr”.
4 Anpecanus ot 6a3e1 MIB — «SNMPv2-MIB::sysDescr".

1.3 BzaumoelictBue

B SNMP knueHT B3auMOJAEWCTBYET € CEpBEpPOM IO MpPUHIMIY 3arpoc-oTBeT. Cam mo ceGe areHT
CHOCO0EH MHULIMUPOBATh TOJIBKO OJIHO JEHCTBHE, Ha3bIBaEMOE JIOBYLIKOW npepriBaHueM. [lomumo storo,
BCEC I[GI\/'ICTBI/ISI Ar€HTOB CBOAATCA K OTBCTAM Ha 3aIIpOChl, ITOCHIIACMbBIC MCHCIKECpaMU.

CymectByer 3 ocHOBHBbIE Bepcum mnpoTokoja SNMP (vl & v2 & v3), KoTopble HE SBISIOTCS
coBMmecTuMbIME. B SNMP v3 BkitoueHa nojaaepxka muppoBaHus Tpaduka, s 4ero, B 3aBUCUMOCTH OT
peanu3anuu, ucnonb3yrores anroputMbl DES, MDS. DTo Bemer k ToMy, 4TO IpH mepenade Hambosee
BaXHBIE JIAHHBIE HEJNOCTYNHBI JUIsl NPOCIyIIMBaHMUA. B kauecTBe TpaHcmopTHOro mportokoia B SNMP
00b14HO ucnogawiyercs nporokon UDP, Xots, Ha camom aene, SNMP nognep:xuBaeT MHOXECTBO JIPYrUX
TPAHCHOPTHBIX MPOTOKOJIOB HUYKHETO YPOBHSI.

1.4 ABTOpU3auus

OpauM u3 KiroueBbX NOoHIATUH B SNMP sBnsiercs nonstue group (rpynna). Ilponenypa aBropusanuu
MEHe/Kepa MpeACTaBiseT co00W MPOCTYI0 MPOBEPKY HA MPUHAIUIEKHOCTh €ro K OMpEesIeHHON rpyIie,
U3 CIIMCKA, HAXOMAIIETOCsA Yy areHta. ECu areHT He HaXOAWT TIpYMIbl MEHEIKepa B CBOEM CIHCKE, MX
JanbHEHIIIee B3aNMO/IEHCTBHE HEBO3MOXKHO. [10 yMOT9aHHIO MCTIONIB3YIOTCS TPYIIIBL: private u public.

2 Moayan

Januplii Moxyne moanepxuBaeT padory ¢ mpotokosoMm SNMP Bepcun 1. Ha Texkymmii MoMeHT
noJ/IepKUBaeTcss Toiapko ureHue MIB-nmapamerpoB. Kpome Ttoro, mepeuens tunos MIB-napamerpos
orpanndeH cnuckoMm: ASN OCTET STR, ASN INTEGER u ASN COUNTER. IToanepxka ocTaabHbIX
THUIIOB U 3alMCh IUIAHUPYETCS B CIEAYIOLIUX BEPCUAX MOIYJIS.

2.1 KonrpoJuiep JaHHBIX

Jnst nobaBnenus ucrounuka JaHHbIX SNMP co3naércs u KOHQUrypupyercss KOHTPOJUIEp B CHUCTEME
OpenSCADA. ITpumep BKIIaAKH KOH(PUTYpAIUK KOHTpOJUIEpa JaHHOTO TUIa U300pakeH Ha puc. 1.
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Puc.1. Briianka koHGUTypauu KOHTPOJIIEpA.

C INOMOIIBIO JTOH BKJIaAIKX MOYXHO YCTAHOBUTD!:

CocrostHue KOHTpOJUIEpA,

a wumeHHO: «Bxitoueny», 3amyuien»,

KOH(UTYpaluio U BpeMs cOopa T1aHHBIX.
WNnenrudukatop, UMs U OMHCaHUE KOHTPOILIEpA.
CocrosiHEE B KOTOPOE MTEPEBOUTH KOHTPOJIJIEP TPH 3arpy3ke: « Bkiroden» u «3amymeny.

Wms Tabnunpsl A5 XpaHeHUs! KOH(QUTypauy napaMeTpoB KOHTpoJLIepa.

[lepron u mpropuTeT 3a1a9u cOOpa TaHHBIX.
Anpec ynanéHHOTo XOCTa, TPyIIly JI0CTyNa U OTpaHHuYEHUE Ha KOJIMYECTBO aTpUOYTOB B OJTHOM
napamerpe.
Coxpanutb/3arpy3uth KoHTposuiep B b/I.

nvms B/l comepxkamieit




2.2 ITapameTpsbl

Monynes SNMP npenoctaBisieT TOJNBKO OAWH TUIl mapameTrpoB — “Cranpapt’. JlONOIHUTENBHBIM
KOH(QUTYPAIIMOHHBIM TIOJIEM Mapamerpa JaHHOro Moxyis (puc.2) smusercs crnucok MIB-mapamerpos,
BETKH KOTOPBIX MOJUIEKAT CYUTHIBAHUIO.
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Puc.2. Briagka koHpuUTrypauu napameTpa.

B cooTBeTcTBUM ¢ yKa3aHHBIM ciUcKoM MIB-mapameTpoB BBINIOJIHAETCS ONPOC UX BETBEM M CO3JaHUE
aTpuOyTOB Tapamerpa. B manpHeHIIeM BBITOMHSAETCS OOHOBJICHHWE 3HAYCHHWH MapamMeTpoB. ATpUOYTHI
UMEHYIOTCSI B COOTBETCTBUH C KOA0BOW anpecanueir MIB-mapamerpoB, B kauecTBe HJeHTU(UKATOpa, U
aapecanuu ot 6a3sl MIB 00bekTOB, B uMeHH aTpudyTa (puc.3).
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Mapamertp: CHucTeMa

MapaMeTp ATprGyThl ApxMBaLIMA

ID: system

MMA: [Cm:rena ]

Onucanwe:

Owwbka: g

SHMPv2-MIB: :sysDescr.0: Linux mroman.diya.org 2.6.18-std-smp-alt8 #1
SMP Mon Sep 24 01:41:06 M5SD 2007 i6B6

SNMPv2-MIB: :sysContact.0: Me <me@somewhere.org>

SNMPv2-MIB: :sysName.0: mroman.diya.org

SNMPv2-MIB: :sysLocation.0: Right here, right now.

SMMPv2-MIB: :sysORDescr.l: The SNMP Management Architecture MIB.

SMMPw2-MIB: :sysORDescr.2: The MIB for Message Processing and
Dispatching.

SHMPv2-MIB: :sysORDescr.3: The management information definitions for
the SNMP User-based Security Model.

SNMPv2-MIB: :sysORDescr4: The MIB module for SNMPv 2 entities
SHMPv2-MIB: :sysORDescr.5: The MIB module for managing TCP

LK B implementations
SHMPv2-MIB: :sysORDescr.6: The MIB module for managing IP and ICMP
implementations
SHNMPv2-MIB: :sysORDescr.7: The MIB meodule for managing UDP
implementations
SNMPv2-MIB: :sysORDescr8: View-based Access Control Model for SNMP.
[« D
/DemaoStation/subDAQS mod_SMMP/cntr_localhost/ prin_system/ % 2fval % 2fSHIFR Yy

Puc.3. Bxiagka atpu0yToB mapamerpa.
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