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BBenenune

Monyns Tpancnopra Sockets mpeqocTaBisieT B CUCTEMY HOJJEP’KKY TPAaHCIOPTOB OCHOBAHHBIX Ha
coketax. [lognepxuBaroTcss BXOASIINE M UCXOIAIIME TPAHCIOPTHI, OCHOBAHHBIE HA MHTEPHET COKETaX:
TCP, UDP u UNIX coxkere. Jlo0aBUTh HOBBIC BXOISIINE W HCXOJAIINE COKETHI MOKHO IOCPEACTBOM
KOH(Urypaluyu TPaHCHOPTHOM mojacucteMsl B J1o0oM koHpurypatope cuctembl OpenSCADA. Kpome
WHIMBUAYAIBHBIX HACTPOEK TPAHCHOPTOB MOIYJIb NPEAOCTAaBIsSET emE TpU TNapamerpa OOIIero
Ha3HAYCHMUS:

 nnuHa ouepenu st TCP u UNIX cokeros;
«  MAaKCUMAaJbHOE KOIMUYeCTBO OTKPBITHIX KIHMEHTCKUX TCP n UNIX cokertos;
+ pa3mep BXoaHOTo Oydepa.

Bce atm mapameTpbl MOXHO YCTAaHOBUTH B KOH(PUTYpalMOHHOM ¢aiiec W IMOMEHSITh W3 JHOOOTO
crangapTHoro koHduryparopa cucteMbl OpenSCADA.

1 Bxoasinmue TPaHCIOPTHI

CKOH(MUTYypUpOBaHHBIM W 3allyIIEHHBIM BXOAAIIUN TPAHCHIOPT OTKPBIBAET CEPBEPHBIM COKET MAJis
OKuaHus coeuHeHus kiaueHToB. B cmyuyae ¢ UNIX cokerom, co3maéres daitn UNIX cokera. CokeTsl
TCP u UNIX sBASIOTCS MHOTO-IIOTOYHBIMH, T.€. IIPHU MOAKIIOUYEHUN KIMEHTA K COKETaM JIaHHBIX THUIIOB
CO3/1aéTCs KJIMEHTCKMHA COKET M HOBBIM IIOTOK, B KOTOPOM IPOU3BOAUTHCS OOCITYXHBaHHE KIUEHTA.
CepBepHbIil COKET, B 3TOT MOMEHT, MEPEXOAUT K OXKUAAHWUIO 3aIPOCOB OT HOBOrO KJIMEHTAa. Takum
00pazoM JocTUraeTcs mapauiesibHOe 00CTy)KUBaHUE KITUEHTOB.

Kaxnplif BXOJAIMI COKET 00s3aTeIbHO CBS3BIBAETCS C OJHUM M3 JIOCTYIHBIX TPAHCIIOPTHBIX
IIPOTOKOJIOB, KOTOPOMY IE€PEJalTCs BXOASLME COOOLIeHus . B CBsi3ke ¢ TpaHCIOPTHBIM IIPOTOKOJIOM
HOJIEP’KUBACTCS. MEXaHU3M O0bETUHEHUSI KYCKOB pa3ipo0JIeHHbIX, IPU Iiepeiade, 3alpocoB.

OcobenHocTi (OPMUPOBAHUS ATPECOB BXOSAIINX COKETOB IPUBEICHBI B TAOJIUIIE HUKE:

Tun
cOoKeTa

Anpec

TCP:[aopec]:[nopm] : [pexcum] Tne:

- aapec — Anpec, Ha KOTOPOM OTKpPbIBaeTCs COKET. JloKeH ObITh OZJHUM M3 a/IpECOB
xocTa. Ecnu Hu4ero He ykazaHo, TO COKET Oy/IeT HOCTYIEH Ha Bcex MHTepdericax
xocra. /lomyckaroTes Kak CHMBOJIbHOE, Tak 1 [P npencraBnenne agpeca.

+ mopT — CeTeBo# MOPT, HA KOTOPOM OTKPBIBAETCS COKET. BO3MOXKHO yKa3aHue

TCP CHUMBOJIPHOTO HIMEHH TOpTa (B COOTBETCTBHUHU C /etc/services).

+  PEXHUM — peKUM paboTHI BXosMero cokera (0 — pa3pbIBaTh COEANHEHUE MTOCTIE CeaHca
IpUEM-OTBET; 1 — HE pa3pbIBaTh).

[Tpumep: <TCP::10001:1> — TCP-cokeT A0CTyNeH Ha BceX MHTepdeiicax, OTKPBIT HA MTOPTY
10001 u coennHeHUs: HE pa3pbIBAET.

UDP:[aopec]:[nopm] Tre:

« azapec —toxe yto B TCP;
UDP « nopt — Toxe uto B TCP.
[Ipumep: <UDP:localhost:10001> — UDP-cokeT noctymnen Toiapko Ha uaTepdeiice “localhost”
1 OTKpHIT Ha niopTy 10001.




Tun
COKeTa Anpec
UNIX: [ums] : [pesxcum] The:
« ums — umsd daitma UNIX cokera,
UNIX + pexuM — toxe uro B TCP.
[Mpumep: <UNIX:/tmp/oscada.: 1> — UNIX-coket nmoctyreH uepe3 (aiin /tmp/oscada u
COETMHEHMsI HE pa3phIBaeT.

2 Ucxoasaue TPAHCOPTHI

CKOH(pUTypHpPOBAHHBIN W 3aIyIIEHHBIA UCXOSMIINNA TPAHCIIOPT OTKPHIBAET COCTUHEHUE C YKa3aHHBIM
cepsepoM. [Ipu pasppiBe coenuHEHHs, HCXOIAIIMIA TpPaHCIOPT OTKIoyaeTrcs. s BO300OHOBIEHUS
COCIMHEHMS TPAHCIIOPT HYXKHO, 110 HOBOM, BKIIFOUUTb.

Anpeca UCXOASIIUX COKETOB Pa3IMYHOrO THMAa POPMHUPYIOTCS CIIEAYIOIUM 00pa3oMm:

Tun
COKeTa

Anapec
TCP:[aopec]:[nopm] UDP:[adpec]:[nopm] Tne:

. aapec — Azpec, ¢ KOTOPBIM BBITIOJHIETCS coelMHEeHue. [lomyckaroTcs Kak CHMBOJIBHOE
tak u [P npencraBnenue aapeca.

TCP/UDP + nopt — CeTeBoii MOPT, C KOTOPBIM BBITIOJIHSIETCS coeinHeHne. Bo3MOXXHO ykazaHue

CUMBOJILHOTO UMEHH TTOpTa (B COOTBETCTBUHU C /etc/services).

[Tpumep: <TCP:127.0.0.1:7634> — coequuutcs ¢ moptoM 7634 na xocre 127.0.0.1.

UNIX:[ums] Tre:

UNIX «  ums — umsa Paitma UNIX cokera.

[Mpumep: <UNIX:/tmp/oscada> — coenuuutcst ¢ UNIX-cokerom uepe3 ¢aiin /tmp/oscada.

3 3ameuanus

Ha naHHBIH MOMEHT TpaHCHOPT MOJJAEPKUBAET pabOTy B KIACCHUUYECKOM PEXKHUME Mepeaavd JaHHBIX.
Jnst moBeiieHUsT 0€30MacHOCTU Tepefavyd JaHHBIX, MyTéM [MUGPOBaHUA HA YPOBHE TPAHCIOPTA,
3arIaHUpoOBaHO 1o0aBeHue Moy Tpancrnopra SSL(Security Socket Layer).
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