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1 BBeaenue.

JlaHHBI  JTOKYMEHT SIBJSIETCSI ONHMCaHUEM ‘‘open source” TMpPOEKTa CHUCTEMbl HMEHYEeMOW
“OpenSCADA”. OpenSCADA mpencrasnsier coboii oTkpbiTyto SCADA cucreMy NOCTPOCHHYIO MO
MPUHLIAIIAM MOJIYJIbHOCTH, MHOTOIUIaT()OPMEHHOCTH U MacCIITaOUPyEMOCTH.

B kauecTBe monuTHUKHM pa3pabOTKH JaHHOW CHUCTEMBI BBIOpaHBI “open source” MpUHIUIBL. BbIOoOp
JAHHOW TIOJMTHKH OTPEIENIIeTCS HEOOXOAMMOCTBIO CO3JIaHUSI OTKPBITOM, HAJAEKHOW M OOIIETOCTYITHOM
SCADA cucremsl. JlaHHas TOJMTHKA MO3BOJIIET MPHBJICYDh K pa3pabOTKe, TECTUPOBAHHIO, Pa3BUTHIO,
pacIpOCTPAaHEHUIO M UCTIOJIb30BAHHUIO MPOAYKTA 3HAYUTEIBHOE KOJUYECTBO pa3pabOTYMKOB, SHTY3UACTOB
U IPYTUX 3aMHTEPECOBAHHBIX JIUI] C MUHUMU3aLUEN U pacipeielieHneM (PMHaHCOBBIX 3aTparT.

Cucrema OpenSCADA mnpennasnayeHa Juis cOopa, apXMBHUPOBaHUS, BU3yalM3allMd HH(GOpMAINH,
BbIIAYU YNPABJISIONIMX BO3JEHUCTBUM, a TakXKe APYrUX POJCTBEHHBIX OINEpaluil XapakTepHbIX IS
nonHo¢yHkuuoHansHO SCADA cuctemsl. brarogapst BHICOKOMY ypOBHIO a0CTpaKIMKU U MOAYJIBHOCTH,
cHCcTeMa MOXKET MCIIOJIb30BaThCS BO MHOTUX CMEXHBIX 00JIACTSIX.

Cuctema OpenSCADA MOXeT NPUMEHATHCS

+ Ha MPOMBIIUICHHBIX 00BEKTaX, B KayecTBe NoaHOpyHKIHOHaIbHOH SCADA cuctemsr;

- BO BcTpaumBaeMbIx (embeded) cucremax, B KauecTBE Cpe/bl UCIOIHEHUS, B TOM YHCJE BHYTPH
PLC (nmporpaMMHpyeMBbIX JIOTHYECKUX KOHTpPOJLIepax);

« IS TIOCTPOCHHS PpA3IMYHBIX MoOJeNed (TEeXHOJIOTMYECKHX, XHMHUYECKHX, (U3NICCKUX,
IEKTPUUYECKUX MPOILIECCOB);

- HA TEPCOHANBHBIX KOMIIBIOTEpAX, CEpBEpax M KiacTtepax s cbopa, o00paboTKw,
NIPEJCTABICHUS U apXUBAaLMU UH(OPMAIIH O CUCTEME U €€ OKPYKEHHH.

B kauecTtBe 6a30BO# (XOCTOBOI) ONEpallMOHHON CUCTEMBI, IS pa3paOO0TKU U UCTIOIB30BaHUS, BRIOpaHa
OC Linux, KoTopas SBJISETCA ONTUMAILHBIM KOMIIPOMHCCOM B BOTIPOCAX:

+ Han&xHocTH (OonblIas 10751 cepBepoB U KinactepoB padotaer Ha GNU/Linux);

+ THOKOCTH/MAacIITaOUPyeMOCTH (BBUAY CBOEW OTKPBITOCTH M MOJIYJIBHOCTH IMO3BOJSIET CTPOUTH
penieHus mo 1 Jo0bie TpeOOBaHU);

 goctynHocTH (Onarogaps nuneH3un GPL sBiseTcss MOMHOCThIO CBOOOTHOM CHUCTEMOM, a MpH
BBICOKOM KBaJIM(IMKAIIUU TOJIb30BATENS U OECIUIaTHOM);

*  TOMYJSPHOCTH, Pa3BUTOCTH, MOJECPIKKE, pACIPOCTPAHEHHOCTH (CUCTEMAa aKTUBHO Pa3BUBAETCS
MHOECTBOM DHTY3HACTOB, GUPM U TOCYJAPCTBEHHBIMH YUPEXKICHUSIMA CO BCETO MHPA, TOTydaeT
BcE OOJBIIYIO TIOAEPIKKY Ha MOJIb30BATEIbCKOM U KOPIIOPATUBHOM PHIHKE, aKTUBHO BHEIPSETCS B
TOCYJapCTBEHHbIE CTPYKTYPHI PA3IUYHBIX CTPAH).

[TockonbKy MpoOEKT pa3zpabaThIBaeTCs M peaiu3yercs Mo MPUHIUIAM MHOTOIIaTGOPMEHHOCTH, TO HE
COCTaBIISIET MPOOIEMBI TOPTUPOBATH ero Ha apyrue OC, 4To B JaTbHEHUIIIEM U IJIAaHUPYETCS.

Cepaniem CUCTEMBI SIBIISIETCS MOYJBbHOE s/1po0. M B 3aBHCUMOCTH OT TOTO KaKHe MO/ TTOIKITIOUYEHBI
CHUCTEMa MOJKET BBICTYIATh KaK B POJIM Pa3IUYHBIX CEPBEPOB, TAK M B POJIH Pa3HOOOPA3HBIX KIMEHTOB, a
TaK)Ke COBMEINATh 3TH (QYHKIMH B OJJHOU MPOTrpaMMe. DTO TIO3BOJISET PEATU30BLIBATh KIMEHT-CEPBEPHYIO
apxurektypy SCADA cuctembl Ha 0a3e OJHMX W T€X K€ KOMIOHEHTOB/MOMYJEH, SKOHOMS IMPHU ITOM:
MaIIMHHYIO MaMATh, TMCKOBOE MIPOCTPAHCTBO, a TAKXKE LIEHHOE BPEMs IPOrPAMMUCTOB.

CepBepHble KOH(PUTYpAIlMU CUCTEMBI MpeAHa3Ha4YeHbl I cOopa, 00pabOTKH, BIIaYM BO3JCHCTBUM,
apXMBHPOBAHUS, IPOTOKOJIMPOBAHUS UHPOPMALIMU OT PA3IMYHBIX UICTOUHUKOB, a TAKXKE MPEIOCTaBICHUS
stoii mHpopmammu kimeHtam (UL, GUI, TUI ..). MogaynbHas apXWTEeKTypa IO3BOJSET PACHIMPATH
(GyHKIIMOHATBHOCTH cepBepa 06e3 ero neperpysKu.

Knuenrckue KOHQHUrypalmuu MOTYT CTPOMTHCS HA OCHOBE pPAa3JIMYHBIX TIpadudyeckux OHOIHOTEK
(GUI/TUI ToolKits), kak UCTIOJIB3YsI SAPO MPOTPAMMBI U ero MoayiH (myTéM nobasieHus k Hemy Ul-user
interface MoysIs1), Tak ¥ B Ka4eCTBE CaMOCTOSTENILHOTO MPUJIokKeHus, moakitoyas sipo OpenSCADA kak
ONOTNOTEKY.

Bo3MoxHOCTh THOKOWM KOH(PUTYpallUd CHCTEMBbI MO3BOJISIET CTPOUTH PELICHHs MO KOHKPETHBIE
TpeOOBaHUS HANEKHOCTH, PYHKIIMOHATHHOCTH M pa3Mephbl CUCTEMBI.



2 OYyHKIMUA CUCTEMBbI.
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Puc. 1. biounas cxema cucremsl OpenSCADA

2.1 Moay1bHOCTB.

Jlis npuaanus THOKOCTH M BBICOKOM cTenenn macmrabupyemoctu cucrema OpenSCADA mnoctpoena
[0 MOJYJIbHOMY MNpHHLMITY. TecHas MHTerpauus MOAyJell ¢ SApOM CUCTEMbl HAKJIAAbIBa€T OOJIBIIYIO
OTBETCTBEHHOCTh Ha MPOLIECC HANMCAHUS MOIYyJIeH M BBOJUT 3JEMEHT HECTaOMIBHOCTH B CHCTEMY,
OHaKO Onaromaps BO3MOXHOCTH CO3JAHHMS pPacHpeleNnéHHBIX KOH(Urypanuii dSTa OMacHOCTh
CTJIQKUBACTCS C COXPAHEHUEM BBICOKON CTENEHH I'MOKOCTH.

Monynu cucrembl OpenSCADA XpaHsTcs B AMHaMH4YecKuX OmbOmmorekax. Kaxkmas muHammueckas
OuOIMOTEKa MOMKET COJep’KaTh MHOXKECTBO MOAYJEW pa3iauyHoro tuma. HamoigHeHHe ITuHAMHYECKHX
OubIMoTeK MOIYJSIMH ompeaeisercs (YyHKIHOHAIbHOM CBSI3HOCTbIO caMUX Moayiel. JnHamuueckue
OMOIMOTEKN JOMYCKAIOT TOPAYYIO 3aMEHY, UTO MO3BOJISIET, B TIpo1iecce PYHKIITMOHUPOBAHHS, TPONU3BOIUTH
OOHOBJICHME OT/AEIbHBIX YacTed cucTteMbl. MeToa XpaHeHUs KoAa MOAyled B JAMHAMHUYECKUX
Ooubnmorexax sBisiercss OCHOBHBIM Juis cucteMbl OpenSCADA, TOCKONBKY —MOIJIEpPKUBACTCS
NPaKTUYECKH BCEMM COBPEMEHHBIMU onepanuoHHbIMU cucTteMaMu(OC). OnHaKko 3TO HE MCKIIHOYaeT
BO3MOYKHOCTH pa3padOTKU APYTHX METOA0B XPaHEHUs KOJia MOAYJIEH.

Ha ocHoBe monyeit peanu3oBansl cienytomue Gpynkmuonansabie yactu cuctembl OpenSCADA:

« 0a3sl JaHHBIX;

+ apxuBbl (COOOIIEHUI U 3HAUEHUI);

+  MPOTOKOJIbI KOMMYHHKAIIMOHHBIX HHTEP(EIHCOB;

+  KOMMYHHKAIIMOHHBIC HHTEP(EICHI, TPAHCTIOPTHL;

+  WCTOYHHKH JAHHBIX U COOp JTAaHHBIX;

- untepdeiicel nonp3oBatens (GUI, TUIL, WebGUI, speach, signal ... .);
*  JIOTIOJIHUTEIIBHBIC MOJYJIH, CIICIIHATbHBIC.

YupaBieHue MOIYJISIMH OCYIICCTBISACTCS IOACHCTEMON «YTpaBlIeHHEe MOAYJIAMH». OYHKIHSIMH
MOJICUCTEMBI SBJISICTCS: TMOJAKIIOUEHUE, OTKIIOUYCHHE, OOHOBICHHE MONYIIEH, a TaKXkKe JAPyrue Oleparuu
CBSI3aHHBIE C MOJIYJIIMH ¥ OMOIMOTeKaMU MOIYJICH.



2.2 IloacucreMsl.

ApxurexktypHo cuctema OpenSCADA nenutcs Ha noncuctemsl. [loacuctembl MOryT OBITH JIBYX
TUNOB: OObIYHBIE M MOJYJbHbIE. MOAYNbHBIE NOACUCTEMBI O00JaJalOT CBOMCTBOM pPAaCHIMPEHUs
nocpeacTBoM Moayned. Kaxnas monaynpHas MojAcHCTEMA MOXKET COJAEPKaTh MHOYKECTBO MOJIYJIbHBIX
0o0bekToB. Hampumep MonynbHast nmojacucreMa «bas3bl JTaHHBIX» CONEPKUT MOJYJIbHBIE OOBEKTHI THIIOB
0a3 JaHHbIX. MOYTBHBIA OOBEKT SBISETCS KOPHEM BHYTPH MOIYJIA.

Bcero cucrema OpenSCADA coaepxut 9 moacucTeM U3 HUX 7 MOACUCTEM SBIISIFOTCS MOJYJIBHBIMU. 9
noacucreM cucteMbl OpenSCADA sBinsitoTcst 6a30BBIMH U NPUCYTCTBYIOT B J1000# KoH(urypauuu. K
cnucky 9 moxacucTteM MOryT J100aBIATBCS HOBBIE IOJCHUCTEMBI MOCpeACTBOM Moaynei. [loacucremsl
cuctembl OpenSCADA:

« ApxuBbl (MOAYJIbHAS).

+ ba3bl maHHBIX (MOIYyIBHAS).

- besomnacHoCTE.

-«  Hurepdeiicel monb3oBaTens (MOIyIbHAS).
+  YmpaBieHue MOJYJISIMU.

+ COop naHHBIX (MOJyJIbHAS).

+ TpancnopTHBIE TPOTOKOJIBI (MOIYIHHAS).
« CnenuanbHble (MOAYyIbHASA).

« TpancnopTsl (MOyJIbHAs).

2.3 PLC u apyrue uctouyHuKkH JuHamMudeckux JaHHbIX. [loacucrema «COop JaHHBIX?.

s obecnieueHust MOAJAEPKKM HMCTOYHMKOB JMHAMMYECKMX JaHHBIX, Oyap To PLC-xoHTpomepsl,
wiatel Y CO, BUpTyaJlbHbIE HCTOYHUKH U T.J., IpegHa3HaueHa nojcucrtema «COoop maHHbIX». B yHKImm
3TOM MOJCUCTEMBbl BXOAMT IPEAOCTABICHUE IOJYYEHHBIX JaHHBIX B CTPYKTYPUPOBAaHHOM BHUJAE MU
oOecrieyeHne yrpaBieHHst STUMH JaHHBIMU, HAIPUMEP MOAU(DUKAIUS TaHHBIX.

[Toacucrema «COOp MaHHBIXY SIBISIETCS MOAYJIBHOM U, KaK CIEACTBUE, COMCPKUT MOAYIbHBIE 00BEKTHI
TUINOB HMCTOYHUKOB JUHAMUYECKUX JaHHbIX. Hampumep, Ha oktsa6pe 2007r, cucrema OpenSCADA
NOJIEPKUBAET CIIEAYIOLINE THUIIBl HCTOYHUKOB JIaHHBIX:

+ Ilmater c6opa mansbIX OT “Diamond systems”.

-« COop nannbIx onepanuonnoi cucreMsl (OC).

« bByI0YHBII BBIYUCIUTEND.

- Bpraucnutens Ha Java-mo100HOM SI3bIKE.

« Tpancnoprép manabix moacuctembl «COop maHHbIX» OT omHOM OpenSCADA cranuum K
JIPYTOMu.

« JIOCTYI K TOTUYECKUM KOHTpOJUIepaM NocpeacTBoM npoTtokoia "ModBUS".

« COOp MaHHBIX CETEBBIX YCTPOUCTB MOCPEACTBOM MpoTOoKoIa SNMP.

« Hcrounuk gaHHbIX Jorudeckoro ypoBHs cucteMbl OpenSCADA.

« JlocTynm K BBICOKOMHTEIIEKTYAIBHBIM JIOTHYECKUM KOHTPOJIIEPAM TOCPEICTBOM IMPOTOKOJIA
MPI u xommyHukannonnoro npoueccopa CIFS0PB, ¢dupmer Hilscher GMBH.

Ka)KI[BH\/JI TUII HWCTOYHHUKA BBIIMOJIHCH B BHAC OTACIBHOTO MOAYJIA, KOTOpBIfI MOYXET OBITh
MOJKITFOYCH/OTKITIOYEeH. KaXIblii THUIT WCTOYHHMKA MOXKET COJEpXaTh OTACIbHBIC HCTOUYHUKH
(KOHTpOJLIEPHI).

OTnenbHO B3SITHI KOHTPOJUIEP MOJKET CONEpXKaTh MapaMeTphl, OMPEICTIEHHBIX MOJIYJIEM, THIIOB.
Hanpumep mnapameTpsl aHAIOrOBOTO THIMA, OCHOBHOW HHQOpMAIMEd KOTOPYIO OHM TPEIOCTaBISET
SBIISICTCS. 3HAYCHHE IEJIOT0 WJIM BEIIeCTBEHHOro Tuma. CTpPyKTYypHO, Hapamerp MpeACTaBiIsieT CoOOou
CIMCOK aTpUOYTOB, KOTOpPBIC U COJAEPKAT JaHHBIC. ATPUOYTHI MOTYT OBITh YETHIPEX OA30BBIX THIIOB:
CHUMBOJIbHAS CTPOKA(TEKCT), IEJI0€, BEIIECTBEHHOE U JIOTUYECKUHN THIL.

CTpyKTypbl KOHTPOJUIEPOB, MapaMeTPOB U MX THUIIOB cojepaTcs B mojacucteme «COOp JaHHBIX», a
00BEKTHI MOYJICH BBIMTOJHSIOT UX 3aTIOJTHEHHE B COOTBETCTBUU C COOCTBEHHON CHEIIU(PHUKOIA.

HcTouHNK NUHAMHYECKUX MAHHBIX MOXET OBITh yMad€HHBIM, T.€. OBITh MOJKIIOYECH Ha YHAaTEHHON
cucreMe OpenSCADA. [Ins cBsi3M ¢ TaKUMH MCTOYHUKAMM JIAHHBIX HCIOJIb3YETCS TPAHCIIOPTHBIA THUIT
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koHTpoJuiepoB (Transporter). DyHKIMEW MAaHHOTO THUIA HWCTOYHUKA JaHHBIX SBISIETCS OTpPa)KEHUE
HMCTOYHUKOB JaHHBIX ynanéHHo OpenSCADA ctaniuu Ha JJOKaJIbHYIO CTaHIHUIO.

2.4 ba3bl nannbIiX. [loacucrema «ba3bl JaHHBIX»

st XpaHeHHsST JaHHBIX CHCTEMBI TIOBCEMECTHO WCHOIB3yOTCs 0a3pl maHHbix (BJ[). B memsx
CHUCTEMAaTH3aIlii JIOCTyNa W yrpaBieHus Oa3zamu maHHBIX B cuctemMe OpenSCADA mnpemycmoTpeHa
noncuctema «basbl ganHbIX». [l oOecnedenuss mopaepxkku pasnmuudbix bJI/CYB]l moncuctema
BBITOJHEHA MOYJIbHOM.

B ponu MoaynpHBIX 00BEKTOB, coAepkamuxcs B nojacucreme, seictynaet tun bJI/CYB/], T.e. Mmoayns
noacucTeMsl «bas3bl TaHHBIX», MPAKTUYECKH, COACPKUT PEATH3ALUI0 JTOCTyNa K ONPEACIEHHOMY THUITY
bJI. Hampumep momymu: DBF, MySQL, SQLite.

Oo6wekr Tima bJI/CYB/I, B cBOIO oYepenb, COACPKUT CUCOK 0OBEKTOB OTAENbHBIX bJ] nanHoro Tuma.
A 00bexT B/] comepxkuT cnucok 00bEKTOB TaOIHI], KOTOPBIE M COAEPKAT JaHHBIC B TAOIUYIHOU (opMme.

ITpakTuecku Bce nanHble cucreMbl OpenSCADA xpansarcs B Tol wiu uHod BJl. MHCcTpyMeHTapuii
CUCTEMBI IO3BOJISIET JIETKO MEPEHOCHUTh JlaHHble M3 ojxHoro Tuma bJl Ha npyroi, M Kak cieacTBHE
onTuManbHO ToaOupath THN bJl mom koHkpeTHyro oOnacte mnpumeHeHHs cucteMbl OpenSCADA.
[Tepenoc uadopmanmu ¢ oxguoit BJ] B qpyryro MoKeT OBbITh BBIMOJHEH ABYMs criocobamu. [lepBbiii — 31O
n3MeHeHue aapeca padoueit b/ n coxpanenune Bcell cUCTeMBbl Ha HEE, BTOPOI — 3TO MPSIMOE KOIMMPOBAHUE
unpopmaimu Mexay bJl. Kpome xonmmpoBanus moanepkuBaeTcss U (pyHKIUS MPSIMOTO PelaKTUPOBAHUS
coaepxumoro tabnui bJI.

Jnsg  opraHu3zanuy LEHTPAIM30BAHHOTO JIOCTYyIIA PACHPENENIEHHOM cucTeMbl K eauHou b/l
npexycMarpuBatoTcs aBa croco6a. Ilepsblil 310 ncnonb3oBanue cereBbix CYBJI, nampumep MySQL.
Bropoii crocod 310 Mcnoap30BaHUE TPAHCHOPTHOrO THna b/l Ha JOKadbHBIX cHCTEMax, IS J0OCTyNa K
onHoil nentpanbHoi B/l (Ilnmanupyercs.). @yHkuuent TpancnopTHoi b/l sBisieTcs nepechuika 3alpocoB K
b/] na ynanéunyio OpenSCADA cucremy.

JlaHHbIE MOTYT XpaHMTBCS, TaKke, B KOH(UrypaunoHHOM ¢ailne cucteMbl. Peann3oBaH MexaHHU3M
MOJIHOTO OTpaxkeHusi cTpykTypbl BJl Ha cTpykTypy KoHpurypanumonHoro daiina. T.e. cTaHmapTHYIO
KOH(QUTYpalMI0 MOXKHO pa3Meniath B KoHpuryparuonHom ¢aiine. CyTb Takoro MexaHu3ma B TOM, 4YTO
JaHHbIE CHCTEMBI, [0 YyMOJYaHHWIO, Hampumep mpu cTtapre ©60e3 bJl, MoXHO omnuceiBaTh B
KoH(purypanuonanoM ¢aiisie. B ganpHeimem, 3Tu nanapie MOTYT niepeonpeaenatbest B b/l Kpome atoro,
JUIs CIydaeB HEBO3MOXHOCTHM 3amycka Kakoil ysm6o B/l BooOmie, MOXXHO Bce OaHHbIE XpaHUTh B
KOH(UrypalMoHHOM (aiise.

Jnst moctynma k 0azaM JaHHBIX HCIONB3YyeTCs MeXxaHu3M peructpanuu bJl. 3apeructpupoBaHHBIC B
cucreme b/l moctymusl Bcem noacuctemam cuctembl OpenSCADA 1 MOTYT UCTIONTB30BAThHCS B UX padoTe.
bnarogapss 3TOMy MeXaHU3MY MOXHO OOECIEUUTh pacHpelesiéHOCTh XpaHEHHs OaHHbIX. Hampumep,
pasnuyHble OMOJIMOTEKHM MOTYT XPaHUTBCS M PACHPOCTPAHATHCA HE3aBHCHMO, a IOJAKIIOYCHUE
OubIMOTEKN OYAET 3aKII0YaThCs B IPOCTOM perucrpanuu HykHoi b/I.

B npanbHelmeM, —mimaHupyeTcs — peanuzanms  AayonupoBanus B/l myrém  cBsI3bIBaHUS
3apeructpupoBaHHblXx BJ[. DTOT MexaHM3M MO3BOJIUT 3HAYUTENBHO IMOBBICUTH HalEXKHOCTh CHCTEMBI
OpenSCADA B 11e710M ImyTéM pe3epBUPOBaHUS MeXaHU3Ma XpaHeHus naHHbIX. (IImaaupyetcs.)

2.5 Apxussl. Iloacucrema «ApxXuBbi».

Jlrobass SCADA cucrema mpenocTaBisieT BO3MOXKHOCTh ApXMBHPOBAHUS COOPAaHHBIX JaHHBIX, T.C.
dopMupoBaHNEe UCTOPHH M3MEHEHHS (IMHAMHKH) MPOLECCOB. APXMBBI, YCIOBHO, MOXKHO Pa3JIesUTh Ha
JIBa TUIIA: apXUBbI COOOIEHHUI U apXUBbI 3HAYCHH.

Oco0eHHOCThI0O apXUBOB COOOIICHUN SBISETCS TO, YTO ApPXUBUPYIOTCS, TaK Ha3blBaeMble, COOBITHS.
XapakTepHbIM NPU3HAKOM COOBITUSl SBISIETCS BpeMs BO3HHMKHOBEHHUS 3TOr0 COOBITUS. ApPXUBBI
COOOLIeHNH, O0BIYHO, UCIOIB3YIOTCA Ul apXUBUPOBAHUS COOOLICHUN B CUCTEME, T.€. BEJICHHE JIOTOB U
IPOTOKOJIOB. B 3aBUCMMOCTH OT HMCTOYHHKA, COOOLICHHMS MOTYT KJIacCU(UIMPOBATHCSA IO PA3IHMYHBIM
kputepusM. Hampumep, 3T0 MOryT OBITh HPOTOKOJBI ABAapUNHBIX CUTYAIMid, MPOTOKOJBI JeHCTBUI



OIIepaTopoB, MPOTOKOJIBI COOEB CBSI3H U JP.

OcoOeHHOCThI0O apXHWBOB 3HAYCHHUH SBISETCS UX MEPUOAUYHOCTb, OMpesenseMas MPOMEKYTKOM
BPEMEHU MEXK]Y JBYMS CMEXHBIMHU 3HAUCHHUSIMU. APXUBBI 3HAUCHUN MPUMEHSIIOTCS ISl apXUBHUPOBAHUS
HCTOPHUH HEMPEePBIBHBIX MpolieccoB. [10ckoIbKy mpoliecc HEMpepbIBHBIM, TO U apXUBUPOBATH €r0 MOMXHO
TOJIbKO TYTEM BBEICHMSI MOHITHS KBAHTOBAHHUS OINPOCA 3HAYEHUH, MOCKOJIbKY WHA4Ye€ Mbl MOJydaeM
apXWBbl OCCKOHEYHBIX pPa3MEPOB, BBUAY HEMPEPHIBHOCTH camMoO Mpupoasl mporecca. Kpome storo,
MPAKTHYECKH, Mbl MOXEM TONy4YaThb 3HAYEHHUS C TEPHOJOM OTrPAaHUYCHHBIM CaMHUMH HCTOYHHUKAMH
naHHbIX. Hampumep, JOBOJBHO Ka4yeCTBEHHbIE HWCTOYHUKU JaHHBIX, B MPOMBIIUICHHOCTH, PEIKO
MO3BOJIAIOT MONy4YaTh JaHHbIE ¢ yacToTol Oonee 1kI'm. U 310 Oe3 yuéra camMux HaTYMKOB MMEIOIIUX eIlé
MEHEe KaueCTBEHHbIE XapaKTEPUCTUKHU.

Hns pemenus 3agad apXWBHpPOBaHMUS TMOTOKOB naHHBIX B cuctemMe OpenSCADA mnpemycmorpeHa
nojcucrema «ApxuBbl». llogcucrema «ApXuBBI» HO3BOJISET BECTH KaK apXWMBBI COOOLICHUH, Tak U
apxuBbl 3HaueHuil. [loacucrema «ApXUBBD» SBISETCS MOJYJIbHOW. MoOIyabHBIM  OOBEKTOM,
COZIepXKaIIMMCSl B MOACUCTEME «APXMBBDY, BBICTYNAET THUIl apXWMBaTopa. TUI apXuUBaTOpa ONPENEISET
croco0 XpaHEeHHs JaHHBIX, T.e. XpaHwuile (¢aitnoBas cuctema, CYB/, cetp u T.1.). Kaxnabrii Mmomynb
MOJICUCTEMBI «APXUBBDY MOKET PEaJU30BbIBaTh KaK apXUBUPOBAHUE COOOIIECHUH, TaK U apXUBUPOBAHUE
3HaueHud. [loacucremMa «ApXUBB» MOXET COAEpPKaTh MHOXKECTBO apXHBOB, OOCITYXHUBaeMbIX
Pa3IMYHBIMA MOJYJISIMH HOJICUCTEMBI.

Coobuenne B cucreme OpenSCADA xapakrepusyercs: IaTOM, YPOBHEM Ba)XHOCTH, KaTeropued u
TEKCTOM cooOmieHus. Jlata cooOIIeHus yKa3bIBaeT Ha BpeMs CO3/1aHUsl COOOIIEHUsI. YPOBEHb BaKHOCTH
yKa3plBa€T Ha CTeNeHb BaXHOCTU cooOlmmeHus. Kareropus omnpenensier azapec WIM  YCIOBHBIN
UICHTU(PHUKATOP HCTOYHHMKA coO0OmeHus. OObIYHO, KaTeropusi COACPKUT MOJHBIM MyTh K HUCTOYHHUKY
coo011eHus B cucteme. TeKcT cooO1IeHusl, COOCTBEHHO, M HECET CMBICIOBYIO HAarpy3Ky COOOIIEHUS.

B npouecce apxuBHpoBaHUsl COOOIIEHUS MPOMYyCKatTcs yepe3 GuibTp. PuibTp paboTaer Mo ypoBHIO
B2XHOCTH U KaTETOPUHU COOOILICHUS. YPOBEHb COOOIIEHHUS B (DMIIBTPE YKA3bIBACT, YTO HY)KHO MPOITYCKAaTh
COOOLIEHUsI C YKa3aHHBIM WK 0ojiee BBICOKMM YPOBHEM Ba)KHOCTH. {51 (pUIBTpOBaHUS MO KaTErOpHH
NPUMEHSIOTCA 1Ia0JIOHBI, KOTOpBIE OINPENeNAIOT KaKue COOOLIeHHs HpomyckaTh. Kaaplii apxuBaTop
COJEPKUT COOCTBEHHbIE HAcTpOMKU GuibTpa. CleoBaTeIbHO MOYKHO JIETKO CO3/1aBaTh Ppa3IMuYHbIC
CHeLMAIN3UPOBAHHBIE apXUBATOPHI U apxXHuBa cooluieHnii. Hanpumep apXuBaTopsl cOOOIEHHH MOXKHO
CHEIMaM3UpPOBaTh Ha:

+ JIOTH, ISl XpaHEeHUs OTIaJ0YHON H(GOpMalUU U Apyroii paboueil nHdopManuu ceppepa;
*  pa3IUYHbIC TPOTOKOJIBI (MPOTOKOJ AEUCTBUI KIIMEHTOB, MPOTOKOJI HAPYIICHUN U UCKITFOUCHUH,
MIPOTOKOJI COOBITHH ... ).

ApxuB 3HaueHuil B cucrteme OpenSCADA BbicTynaeT Kak HE3aBUCHUMBIM KOMIIOHEHT, KOTOPBII
BKITIOYaeT Oydep obpabaTeiBaeMblii apxuBaropamu. OCHOBHBIM MapaMeTPOM apXWBa 3HAYEHUS SBIISICTCS
UCTOYHUK JaHHBIX. B pOMM HMCTOYHMKA JaHHBIX MOTYT BBICTYNAaTh aTpUOYThl MAPaMETPOB CUCTEMBI
OpenSCADA, a Takxke Jpyrue BHEIIHME MCTOYHMKM JaHHBIX (TacCUBHBIM pexum). [Ipyrumu
MCTOYHMKAMHU JaHHBIX MOTYT OBITh: ceTeBble apxuBaTopbl yaaléHHbIXx OpenSCADA cucrem, cpena
nporpammupoBanus cuctemsl OpenSCADA u nip.

KitoueBbIM KOMIIOHEHTOM apXMBHPOBAHUS 3HAYCHHI HEMPEPHIBHBIX IPOLIECCOB sBIsETCS Oydep
3HaueHudl. bydep 3HadeHuit mnpeaHasHaueH M MPOMEKYTOUHOTO XpAaHEHUs MaccuBa 3HAYCHMH,
MOJIyYEHHBIX C OINpeAeaEHHON MEPUOAUYHOCThIO (KBaHTOM BpeMeHH). bydep 3HaueHuii ncrosb3yeTcs: Kak
JUISL HETIOCPEACTBEHHOTO XpaHEHHUs OONbIIMX MAacCMBOB 3HAYCHWI B apXWBaxX 3HAUYCHUU, TNepen
HEINOCPEICTBEHHBIM «COpOCOM» Ha (PU3NUECKHE HOCUTENH, TaK U JUIsl MAHUITYJISALUN C KaJpaMy 3HaYeHUH,
T.€. B QYHKIHAX OKAJAPOBOIO 3alpoca 3HAYCHUI U UX noMenieHus B Oydepa apxuBoB.

Jns opraHM3anuu BBIIEIECHHBIX apXHUBATOPOB, B PACIPEIEIEHHBIX CUCTEMAX MOXHO HCIIOJIb30BaTh
TpaHcTOpTHBIN Tun apxuBatopa (Ilmanupyercs.). @yHkuueld TPaHCIIOPTHOTO THUIA apXUBATOpa SIBISETCS
OTpa)kKeHHE YJAIEHHOIO LIEHTPAJILHOIO apXUBaTOpa Ha JIOKAJIbHOU cucteme. Kak cienctBue apXxuBaTophl
TPAaHCIOPTHOI'O THIIA BBIOJIHIKT IEpPelady AAHHBIX MEXAY JOKAIbHOM CHCTEMOM W apXHBaTOPOM
yIan€HHON CUCTEMBI, CKPbIBasl OT MOJACHCTEM JIOKAJIbHOW CUCTEMBI PEAJIbHYIO IIPUPOY apXUBATOPA.
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2.6 Kommynnkanuu. [Toacucrempl «Tpancnoprsi» u « TpaHCnoOpTHBIE POTOKOJIBI».

[Tockombky cucrema OpenSCADA 3akiangsiBaeTcsi Kak BBICOKO-MacIITaOUpyeMas CHCTEMa TO
HOJ/IEP’)KKa KOMMYHHUKAIMH JTOJDKHA OBITh JOCTaTO4HO MOKOM. [l yOBIETBOPEHUsI BBICOKOW CTETIEHU
rubkoctu koMMmyHukauuu B cucreMe OpenSCADA peanuzoBanbl B nojacucremax «TpaHcnmopTe» u
«TpaHcnOpTHBIE TPOTOKOJBD), KOTOPBIE ABISIOTCS MOYIbHBIMHU.

[Toncucrema «TpaHcnopTe MpeaHa3HAUYEHA JUIsi OOMEHAa HECTPYKTYPHUPOBAHHBIMU JAaHHBIMH MEXKIY
cuctemoii OpenSCADA u BHemHMMM cucTeMamMu. B poiin BHEMIHMX CHCTEM MOTYT BBICTYNATh U
ynanéunsle OpenSCADA cucremsl. [log HECTpYKTYypHMpOBaHHBIMHM JIaHHBIMM TIOHMMAE€TCsl MAacCHUB
CHUMBOJIOB ONpEeAEIEHHON JUTMHBI. MOYIbHBIM 00BEKTOM, CoAepkKaluMces B noacucreMe « TpaHcopTs»,
BBICTYIIACT TUII TPAHCIOPTA. THUI TpaHCIOPTA ONpPEAEIAeT MEXaHW3M Iepelladyl HECTPYKTYPUPOBAHHBIX
naHHbIX. HarpuMep 3T0 MOTYT OBITh:

- coketsl (TCP/UDP/UNIX);
*+  KaHaJbl,
« paszensemasi MaMsTh.

[Toacucrema «TpaHcnopTh» BKIIIOYAET MOAACPKKY BXOAAIIMX U UCXOIAIIUX TPAHCIIOPTOB. Bxoadmuii
TPaHCHOPT MpeAHA3HAYEH /I OOCIyKMBaHUsI BHEIIHUX 3allpOCOB U OTHPAaBKU OTBETOB. Mcxomsmiumit
TpPaHCIIOPT, HAOOOPOT, MpeAHa3HAUYEH AJI OTIPABKU COOOLIECHHUM M oxuaaHus orsera. CienoBaTeNbHO,
BXOJISAIINA TPAHCTIOPT COJEPKUT KOH(PUTYPALIMIO JAHHON CTAaHIIMM KaK CepBepa, a UCXOIAIINIA TPAHCTIOPT
COJIEP’)KUT KOH(Urypaluio yraja€éHHOro cepBepa. Moaynb nojacuctembl «TpaHCHOPTBI» peaau3yer
MOJJIEPKKY KaK BXOJSIIETr0, TAaK U UCXOJAIIErO TPAHCIOPTOB.

[Toncucrema « TpaHcIOpTHBIE MPOTOKOJIBD) MIPEIHA3HAUEHA JJISl CTPYKTYPU3allUU JaHHbBIX ITOJTY4YE€HHbIX
or noxacucreMsl «Tpancnopte». Ilo cyru, noacucrema «TpaHCIOPTHBIE IIPOTOKOJIBD)  SIBJISETCS
OpoJoJDKeHHEM TnoacucTeMbl  «TpaHCIOpTB» M BBINOJHAET (YHKIMHA TPOBEPKH CTPYKTYpPHl U
LEJIOCTHOCTU TOJYYEHHBIX JaHHBIX. Tak, 1 yKa3aHUS IPOTOKOJa, B CBA3KE C KOTOPBIM JIOJIKEH
paboTaTh TPaHCHOPT, MPEAYCMOTPEHO ClEUalIbHOE KOH(UIYpallMOHHOE Tose. MOnyIbHBIM OOBEKTOM,
conepxkaumest B noacucreme «llporokonb» sBisiercs cam npoTokoi. Hampumep, TpaHCIOPTHBIMU
HPOTOKOJIAMH MOT'YT OBITh!

- HTTP (Hyper Text Transfer Protocol);
 SelfSystem (OpenSCADA cucTteMHBIH TPOTOKON).

HOJIHyIO HCIIOYKY CBA3U MOKHO 3alliCaThb CJICAYIOIMIUM 06pa30M:

«  cooOILIeHUE MepeaéTcs B TPAHCIIOPT;

« TPaHCHOPT MepeAaéT COOOIIEeHHE, CBSI3aHHOMY C HHMM, MPOTOKOJY MyTEM CO3MaHHS HOBOTO
00BEKTa MPOTOKOIIA;

+  MPOTOKOJI MPOBEPSET LEIOCTHOCTD AaHHbIX;

* CCJIM IpUllJin BCC NAHHBIC TO COOGH_H/ITB TPAHCIIOPTY O MPCKPAIICHUU OXHWIAAHUS NAHHBIX H
nepeaaTh eMy OTBET WHA4YE COOOIINTh, YTO HYXKHO OKUJIATh eMIE;

+  TPAHCIOPT, MOJIYYUB MOITBEPKIACHUE OTCHUIAET OTBET U YAAISICT OOBEKT MPOTOKOJIA;

* CCJIIM NMOATBCPKACHHUA HCT TO TPAHCIOPT MPOAOIKACT OXHIAAHUC JAaHHBIX, MU B CJIy4ac HX
MOCTYIUICHUS TIepeaéT UX COXPaHEHHOMY 00BEKTY MPOTOKOJIA.

[Toanep:kuBarOTCs MPOTOKOJBI U JUISI UCXOJAIIMX TPAHCHOPTOB. Vcxoasumii mpoTokon Oepér Ha cedst
GyHKIHUIO OOIIEHUS ¢ TPAHCIOPTOM M peau3allii0 OCOOCHHOCTEW MpoTokosia. BHyTpeHHss cTOpoHa
JOCTyNa K TPOTOKOIY peaau3yeTcsi MOTOKOBBIM 00pa3oM ¢ COOCTBEHHOH CTPYKTYpOH sl KaXKJI0ro
IIPOTOKOJIBHOTO MOAYJIs. TakoW MEXaHW3M MO3BOJISIET BBIIIOJNHATH MPO3PAYHBIM JOCTYI K BHEIIHEW
CHUCTEME, TMOCPEJCTBOM TPAHCIOPTA, MPOCTO YKa3blBasg HMs MPOTOKOJA, C TOMOIIbIO KOTOPOTO
00CITy>)KMBaTh TIEpeIauy.

bnarogaps cranpaptHomy API-goctyna k tpancnopram cucteMbl OpenSCADA M0XXHO JIETKO MEHSTh
crnoco0 oOMeHa JaHHBIMM HE 3aTparMBas caMHX OOMEHMBAIOIIMXCS cucrteM. Hampumep, B citydae
JIOKAJIbHOTO 0OMEHa MO>KHO HCII0JIb30BaTh 0oJiee OBICTPhII TPAaHCHIOPT Ha OCHOBE pa3JiesieMOl MaMsTH, a
B ClIy4ae 0OMeHa yepe3 UHTEPHET U JIOKaJIbHYI0 ceTh ucnoib3oBath TCP nnu UDP cokeTs.
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2.7 Unrepdeiicol nosb3oBareisi. [loagcucrema «Murepdeiichl nob3oBatessn.

SCADA-cuctembl, Kak Kjacc, MpeanoyiaratoT Hanuyue uarepdeiicoB nmonp3osarens. B OpenSCADA,
JUIS TIPEOCTaBIIEHUS NOJIb30BATENbCKUX UHTEP(ENcoB, npenycMoTpeHa noacuctema «Ilomp3zoBarensckue
unrepdeiice». [log monp3oBarensckum untepdeiicom cucrembl OpenSCADA moHHMaeTcs HE TOJBKO
cpela BM3yaJlM3allud, ¢ KOTOPOH IOJKEH pabdoTaTh KOHEYHBIH MOJb30BaTelb, HO U BCE, YTO HMMEET
OTHOIIICHHE K MOJIb30BATENI0, HAIIpUMeEp:

* Cpezbl BU3yalU3alllu;
 KOH(uUryparopsl;
* CUTHAJIM3aTOpHI.

[Toncucrema «llonb3oBarensckue uHTEpdENCH) SABISETCS MOIYIbHON. MOAyNbHBIM O00BEKTOM
MOJICCTEMbl ~ BBICTYNAET, COOCTBEHHO, KOHKPETHBIH HHTepdeic mosbp3oBarens. MoIyabHOCTb
MOJICUCTEMBI TO3BOJIAET CO3/aBaTh pa3inuHble MHTepdeiichl moib3oBaTenei Ha pasznuuHbix GUI/TUI
OubimoTeKkax M HUCMOIb30BaTh Haubojee ONTUMAIBHOE W3 PELICHUH B KOHKPETHO B3ATOM Ciydae,
HaNpUMep, ISl Cpell UCTIONHEHUS TPOTPaMMHUPYEMBIX JIOTHYECKHX KOHTPOJIEPOB MOXHO HCIIOJIB30BAThH
KOoH(Hrypatopel W Bu3yanu3atopbl Ha ocHoBe Web-texHomoruii (WebCfg, WebUI), a B ciydae
CTAallMOHAPHBIX padOYMX CTAHLUI HUCHOIB30BATH Te-K€ KOH(PUTYPATOPHI U BU3yalIH3aTOPhl, HO HA OCHOBE
ouommorek tuma QT, GTK.

2.8 bezonacHocth cucrembl. [loacucrema «be3onacHocTb».

Cucrema OpenSCADA sBisieTcst pa3BETBIEHHON CUCTEMOM, KOTOpasi COCTOUT U3 JIECITKA MOACUCTEM U
MOKET BKJIIOYaThb MHOXXECTBO Mojyieil. CienoBaTenbHO, NPENOCTaBICHHE BCEM HEOTPaAaHHUUYEHHOTO
JIOCTyMa K 3TUM pecypcaM sIBISE€TCs MO KpaliHed mepe HeOe3omacHbIM. [loaToMy, mist pasrpaHUyeHUs
noctyna B cucreMe OpenSCADA, mnpenycmorpena mnojcucrema «bezonmacHoctiy». OCHOBHBIMHU
byHkusamMu noacucremsl «bezomnacHocTi SBISETCS:

+  XpaHEHHE YYETHBIX 3aIMCEH MOJb30BATEIICH U IPYIIII [TOJIb30BATENICH;
- ayTeHTU(UKAILNS [10JIb30BaTENeH;
+ IIPOBEpPKAa IIpaB JOCTYIIa II0JIb30BATENS K TOMY UIIM HHOMY pecypcey.

2.9 Ynpasienue 0ndmorekamu MoayJieit u moayasamu. [loagcucrema «Ynpasienune
MOLYJISIMID).

Cucrema OpenSCADA mnoctpoeHa MO MOJYJIbHOMY MNPUHIMIY, YTO I[OApPAa3yMEBAET HaJIUuue
MHOX€ECTBa MOJYJEH, KOTOPbIMH HEOOXOJUMO YHpaBiATh. /[ BBINOIHEHUS (QYHKIUHM YIpaBIECHUS
mMonynamu cucteMbl OpenSCADA mnpenycMoTpeHa nojcuctema «Y1pasieHUe MOLyasaMuy. Bee moaynu,
Ha HACTOSIIUH MOMEHT, IMIOCTaBIISIOTCS B CUCTEMY TTOCPEJCTBOM pa3lieisieMbIX OMOINOTEK(KOHTEHHEPOR).
Kax1p1if KOoHTeHHEp MOXKET CoJlepKaTh MHOKECTBO MOAYJIEH Pa3IMYHOrO TUIMA.

[Toncucrtema «YmpaBiieHHEe MOIYJISMU» peanu3yeT KOHTPOJIb 3a COCTOSHUEM KOHTEHMHEpPOB W
MO3BOJIAET BHIMIOJHATH TOpsiuee A0OaBIeHUE, yIaleHHe U OOHOBJICHHE KOHTEHHEPOB U COAEPIKAIUXCS B
HUX MOJyJIEH.

2.10 HenpeaycMoTtpennbie Bo3Mo:kHOCTH. [Toacucrema «CneunuaabHbie».

Pazymeercs, mpemycMOTpeTb BCEX BO3MOXHBIX (YHKIMA HEBO3MOXXHO, II0O3TOMY B CHCTEME
OpenSCADA mnpeaycmotrpena noacuctema «Cneunanbhbie». [loacucrema «CrneuuanbHbIe) SBISETCA
MOJIyJIbHOHM M TNpeaHa3HaueHa ais goOasnenus B cucteMmy OpenSCADA HenpeaycMOTpPeHHBIX (YHKIMMA
nyTéM MOJYJIbHOTO pacmupeHus. Hampumep, ¢ momouipio nojcuctemsl «CrenuanbHbIe» MOTYT ObITh
peaNn30BaHbI:

« TtecThl cucteMbl OpenSCADA u e€ monyneit;
+ Oubnmorexu QyHKIUH MOIH30BATEIBCKOTO MPOTrPAMMHUPOBAHHUS.
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2.11 IToab3oBatenbckue pyHkmun. O0beKTHAsE MOJIeNIb U Cpe/ia POrPpaMMUPOBAHUS
CUCTEMBI.

Jlrobass ceppéznass SCADA cuctema JODKHA COAEpKaTh MEXAHU3MBI, IPEJOCTABIISIONINE
BO3MOXHOCTh ~ IPOTPaMMHUpPOBaTh Ha  IOJIb30BAaTEIbCKOM  YpOBHE, T.€. COJAEpKaTb  Cpedy
nporpammupoBanusa. Cucrema OpenSCADA coxepxuT Takyro cpeny. C  NOMOLIBIO  Cpenbl
nporpammupoBanus cucteMbl OpenSCADA MOKHO peaan30BbIBATH:

« ANTOpPUTMBI YIIpaBJIEHUS TEXHOJIOTUUECKUMU MPOLIECCAMH.

- KpymnHble auHaMuyeckue MOJEIU pPEATbHOTO BPEMEHM TEXHOJOTMYECKUX, XUMHUYECKHX,
(bU3MYECKUX U IPYTHX MPOIECCOB.

+ AJIanTHBHBIC MEXAHU3MBI YIIPABJICHHS IO MOJIEIISIM.

- Ilonmb3oBarenbckue MPOUEAYPHl YHPABICHUS BHYTPEHHUMU (YHKIMSIMH CHCTEMBI, €&
MOACUCTEMaMH U MOJYJISIMHU.

- T'ubkoe ¢GopMupoBaHUs CTPYKTyp MapaMeTpOB HAa YpOBHE MOJIb30BATENs, C LEJIbI0 CO3TaHMS
rapaMeTpoOB HECTAHIAPTHOM CTPYKTYpPbI U 3aMOJHEHUS €€ [0 AITOPUTMY IOJIb30BATENS.

- BcnomorarenbHble BHIYHCICHUS.

Cpena mporpammupoBanusi cuctembl OpenSCADA mnpencraBiser coOOH  KOMIUIEKC CPEACTB
OPraHU3YIOIIUX BBIYUCIUTEILHOE OKPYKEHHUE MOJIb30BaTeNs. B cocTaB KoMILIeKca CpeACTB BXOIAT:

+ o0bexTHas Mozenb cucteMbl OpenSCADA;
«  MOAynH OMONMHOTEK (PYHKIIHIA;
*  BBIYHCIHUTEIbHBIE KOHTPOJUIEPHI oAcHCTEMBI «COOp JaHHBIX» U IPYTHE BBIYUCIUTEIH.

Mopaynu Oubauorex GpyHKIMM MpeaoCcCTaBIAIOT MHOXKECTBO (DYHKINI ONpeeEHHON HAIPaBIEHHOCTH,
pacmmpsIONMX 00BEKTHYIO MOJIENbh CHCTEMBI. BUOMMOTEKN MOTYT peann3oBaTbes Kak HabopoM GyHKIUI
(UKCUPOBAHHOTO TUIIA, TAK U (QYHKIUAMHM JOIYCKAOIUMH CBOOOAHYIO MOAU(DUKALIUIO U TOTIOJIHEHHE.

bubnunorexkn QyHKIUNA (PUKCUPOBAHHOTO THMA MOTYT MPEAOCTABISTHCS CTAHIAPTHBIMH MOIYJISIMH
CHUCTEMBI, OPTaHUYHO JIOTIOJHSAS OOBEKTHYIO Mojenb. DyHKIMM Takux OMONIMOTEK OyIyT MpPEeaCTaBIsAThH
co0oil mHTepdeiic mocTyma K CpeIcTBaM MOAYNsS Ha YypoBHe moib3oBaTens. Hampumep, «Cpena
BU3yaJIbHOTO TIPEJICTABIICHUS JAHHBIX» MOXKET TMPEIOCTaBIATh (PYHKIUU U1 BBIJAYM PA3THUYHBIX
cooOmienuit. Mcrmonb3ys 3Ti (yHKIMH MTOJIB30BATEh MOXKET PEATH30BBIBATh HHTEPAKTHUBHBIC aJITOPUTMBI
B3aUMOJICUCTBHUS C CUCTEMOH.

bubnuorexkn QyHKIUNE CBOOOAHOTO THMA TMPEAOCTABIAIOT CPEAY HAMKMCAHHUS I0JIh30BaTEIbCKUX
GyHKIIMI Ha ONHOM U3 S3BIKOB IMpOrpaMMHUpoOBaHusA. B pamkax monmyns Oubmuorek (GyHKUMHA MOTryT
MPEIOCTABIATHECS MEXaHU3MBbI CO37aHusl OmOnMoTek (QyHKIWWA. Tak, MOXHO CO37aBaTh OMOIMOTEKH
anmapaToB TEXHOJOTHMYECKHX TMPOILIECCOB, a B TMOCIEACTBUM HCIOIb30BaTh WX MYTEM CBS3bIBAHUS.
Paznmuunpie Momymu OuOMMOTEK (YHKIUH MOTYT TNPEAOCTaBIATh peaTu3allud Pa3INIHBIX S3BIKOB
MIpOrpaMMHUPOBAHUS.

Ha ocHoBe ¢yHKIMIA, NpenocTaBiIsieMbIX OOBEKTHOW MOJENBIO, CTPOSTCS BBIYUCIUTEIbHBIC
KOHTpOJIJIEPHl. BbruMcauTenbHble KOHTPOJIIEPHI BBHINOJIHSIOT CBsI3bIBaHME (QYHKIMM C Mapamerpamu
CUCTEMBI 1 MEXAHU3MOM BBIYHCIICHHUS.



10

3 SCADA cucreMbl M UX CTPYKTypAa.

mobankHas
cemes UHMepHem

pY

jE,

Firawall LS

—HLI] |

FPabtouse
| Mecmo
Y mexHono2a-

g vl
& ApospaMmMucma

npednpuAmus

.

onepamaopa

Cepeep
chopa u
paaneHUA

YemaHoexka

Moneesan wuHa

ll‘--

—

~

h

~

Puc. 2. SCADA-cucrema.

SCADA (Supervisory Control And Data Acquisition), B o0memM BHIE, UMEIOT PaCHpeIeICHHYIO
apXUTEKTypy Bpoe u3o0pakéHHoil Ha puc. 2. DnemeHtsl SCADA cucreMm, B CMBICIE TPOrpPaMMHOTO
oOecrieyeHus, BBINOJHAIOT cieaytomue ¢yHkuuu: Ceppep cOopa: mpeacTaBisieT coboil 3amady HiIu
TpyNIy 3a/1a4 3aHUMAIOLUXCs cOOPOM JaHHBIX U3 UCTOYHHUKOB JIaHHBIX, WK K€ CaMH BBICTYMAIOT B POJIU
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HMCTOYHHMKOM JIaHHBIX. B 3a/aum cepBepa BXOIUT:

+ TosydeHue W/ GOpMUPOBAHUE TAHHBIX;

+ 00paboTKa JaHHBIX;

+  00CITy)KUBaHUE 3aMPOCOB Ha JOCTYII K JaHHBIM;

« 00CITy)KUBaHHE 3aIIPOCOB HA MOJAM(HUKAIINIO JAHHBIX.

CepBep apXMBHPOBAaHUsI: TMPEACTABIACT COOOW 3amady WIM TPYMIy 3a1ad 3aHUMAIOIIHXCS
apXUBHPOBAHUEM JIaHHBIX. B 3a71auun cepBepa BXOAHUT:

- apxuBupoBanue gaHHbIX SCADA-cuctemsl;
- o0ciyXMBaHUE 3aIIPOCOB HA JOCTYI K apXUBHBIM JaHHBIM;
*  MMIIOPT/3KCTIOPT apXHBOB.

CepBep NpOTOKOJIMPOBAHUSI: TpEACTaBIseT cO0ON 3amaduy WM TpPyHIy 3a7ad 3aHUMaroluecs
apXMBHUPOBAaHHUEM COOOIIeHU. B 3amaun cepBepa BXOIUT:

- apxuBupoBaHue coodbmennit y3noB SCADA-cuctemsr;
+ 00cmy)KuBaHHUE 3alIPOCOB Ha JIOCTYM K apXUBHBIM COOOIICHUSM;
+  UMIOPT/IKCIOPT apXUBOB.

CepBep CHrHAJM3alMU: TIPEJICTABISCT COOON 3ahady WIHM TPYIITY 3a/a4 BBITOTHSIOMNE (QYHKIIUH
cepBepa MPOTOKOJIUPOBAHMS B OTHOILIIEHUH y3KOM KaTeropuu cooOIieHnii curnanuzanuu. PaGouee mecto
omepartopa: mnpenacraBisier coboi mocrosHHO ¢yHkuuonupyromee GUI(Grafical User Interface)
NPUWIOKCHNE BBIMIOJIHEHHOE B OJIHOMOHHUTOPHOM, MHOTOMOHHUTODHOM WM TAHEIBHOM pPEXUME U
BEITIONHSIOMICEe (PYHKIINU:

 TpEeNOCTaBICHME  II0JIb30BATEILCKOTO  MHTepdeiica uis  KOHTpOJIA 3@  COCTOSIHUEM
TEXHOJIOTMYECKOT0 IPOLECCa;

+ TpPEIOCTaBI€HUE BO3MOKHOCTU (DOPMHUPOBAHUS YIPABIIAIOIINX BO3AEHCTBU;

+ IIPENOCTABJIICHUE BO3MOKHOCTH U3YUYEHUS U aHAIIM3a UCTOPUM TEXHOJIOTUYECKOTO IIPoLIecca;

* IPEeAOCTaBICHHE UHCTPYMEHTAPUS JJIA FEHEPALMHU OTYETHOM TOKYMEHTALIUH.

PaGouyee m™ecTo wuHkeHepa: tmipenctaBisieT coboit GUI  mpunoxkeHue HUCMONb3yeMoe IS
koH(purypammuu SCADA cucremsl. B 3a1aun npuaoxKeHus: BXOIMT:

 TPEIOCTaBJIEHUE UHCTPYMEHTAPHS JIs1 MAaHUITYJISILIMA CUCTEMHBIMU (DYHKIUSMU CUCTEMBI;

+ TpeAoCTaBICHHE HHCTPYMEHTapHs pabodero Mecra onepaTopa;

+ NPEJOCTaBJIEHUE HUHCTPYMEHTapus Juisl MaHumyisuuu apxurekrypod SCADA cuctemsl B
1enoM (pacnpenenenne GyHKIUNA MEXTy CTaHIUSAMU, CO3/IaHUE YIalIeHUe CTaHIIHH ... ).

PaGouee mecTo pykoBoauresi: npeactasisier co6oit GUI npuoskeHue, Kak MpaBUiio, BHITTOJHEHHOE
B OJTHOMOHHUTOPHOM PEXHMME U BBITIOJTHSOIIEE PYHKITUH:

* HOpCaOCTaBJIICHUC IMOJIB30BaATCIBCKOI'O HHTep(beﬁca JJIs KOHTPOJIA 3a COCTOSAHHUEM
TEXHOJIOTHYCCKOT'O ITponecca;

¢ IMPEAOCTABJICHUC HHCTPYMCHTApUA [JIsI H3YUCHUA W aHallu3da HCTOPUHU TCEXHOJIOTHYECKOI'O
mponecca Kak HCTIOCpEACTBEHHO C aKTUBHOT'O CEPBEPA, TaK U HA OCHOBE OTACIIBbHBIX aPpXUBOB;

e IPEAOCTAaBIICHUC MHCTPYMCHTApUA AJIA ICHEPpAllUU OTUYETHOM JAOKYMCHTAIlUH.

PaGouee MecTO TEXHOJIOTa: TIOJIHOCTBIO BKIIIOYAET B ce0s1 GyHKIMH pabodyero MecTa ornepaTopa Iioc
MOJIENIb TEXHOJIOTHUYECKOTo Mporecca (0e3 HeMmOCPEACTBEHHOW CBS3U C TEXHOJOTHYECKHM ITPOIECCOM).
PaGouyee MecTO TeXHOJIOra-mporpaMMMCTA: TIOJHOCTHIO BKJIIOUAeT B ceOst GyHKIMHM pabouero mecra
TEXHOJIOTa TUTFOC HHCTPYMEHTAPHIA IS CO3/IaHMsI MOJICIICH TEXHOJIOTHUECKHX MPOIECCOB.
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4 Cioco0bI KOHGUTYPUPOBAHKS U UCIOJIb30BAHUA CUCTEMbI
OpenSCADA.

4.1 IIpocToe cepBepHOE MOAK/IIOYEHHE.

B npocreiimem ciydae cuctemy OpenSCADA M0XHO CKOH(DUTYpUPOBATH B CEPBEPHOM PEXHUME (PHC.
3) mis cobopa W apXUBHpOBaHHs HaHHBIX. JlaHHAs KOH(UTypalusi MO3BOJSET BBHIMONHITH CIEIYIOIINE

byHKIUY:

+  ONPOC KOHTPOJUIEPOB;
+ apXMBUPOBAHHUE 3HAYCHUU ITaPaMETPOB;

+ 00cimyXUBaHHE KJIMEHTCKUX 3alIpOCOB HA MOJTYy4YE€HUE pa3IMYHbIX JaHHbBIX CEPBEPA;

- mpenocraBieHue KoHpurypannonnoro WEB-unTepdeiica;

- ynanéuHas koHurypauus u3z cucrembl OpenSCADA mnocpeactBom QT-unHTepdeiica wiu
JPYyTroro JOKaJIbHOTo HHTEpdetica.

+ BTOPUYHOE PETYIUPOBaHUE (PErYIHMPOBAHUE B BBIYUCIUTENBHBIX KOHTPOJUIEPaX);

+  MOJEIUPYIOUIME, KOPPEKTUPYIOIIUE W JONOJHSIOUIME BBIYHUCICHHWS B BBIYUCIUTEIBHBIX
KOHTPOJIIEPAX.

OpenSCADA: Cepeep cOopa W apXHEMPOBaHUA
Web Cfg
( HTTP ISeHSystem]
[CJFIBmmcm:Ism_rteIFsmml Sockets

| [W[wfpc

Puc. 3. [IpocToe cepBepHOE MOJAKIIOYEHUE.

4.2 JIyommpoBaHHOe cepBepHOE MOAKIIOYEHHE.

Hns  moBeiieHuss HaASKHOCTH U npousBogutTenbHocTH cuctema OpenSCADA  pomyckaer
MHOXECTBEHHOE pe3epBHpoBaHue (puc. 4), MpU KOTOPOM KOHTPOJIJIEPBI OJJHOTO HK3EMIUISIpa OTPAXKAIOTCS
B apyroMm. [Ipu wucmonb3oBaHWM TMMOAOOHONW KOH(PUTYpallMd BO3MOXKHO paclpelelieHne Harpy3Ku
OTPOCa/BBIYUCIICHUS HA PA3IMIHBIX CTAaHIUAX. [laHHAs KOH(DHUTYpaIus IO3BOJISET BRIMOIHATD (DYHKIINU:

+  OIpOC KOHTPOJUIEPOB;
+ apXMBHPOBAaHUE 3HAYCHHI MAPaMETPOB;

« 00CITy)KMBaHHE KIIMEHTCKUX 3aIPOCOB Ha MOJYYEHHE PA3JIMYHBIX JaHHBIX CEpPBEpa;

*  pe3epBHpOBAHUE MAPaMETPOB;

*  pe3epBUPOBAHHE APXHUBOB;

* pacmpeziefieHHe Harpy3KH OIpoca o cepBepam;

- mpenocraBieHue KoHpuryparmnonnoro WEB unTepdetica;

+  BTOPUYHOE PETyJIHpPOBaHUE (PEryIHMpPOBaHNE B BBIYUCINUTEIBHBIX KOHTPOJIIEPAX);

+  MOJCTHUPYIOIINE, KOPPEKTUPYIOUIME | JOMOJHSAIOUINE BBIYMCICHHUS B BBIYUCIUTEIBHBIX
KOHTPOJUIEPAX ¢ BO3MOKHOCTBIO PACIPEICIIEHHS HAarpy3KH 110 CEpBEpaM.
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OpenSCADA: Cepeep cGopa U apXHEHpPOBaHUA
[WebCfgITransp Drter]

OpenSCADA: Cepeep cGopa U apXHEHpPOBaHUA
(WEbCfgITmnsp Drter]

LogicLev [ HTTP lSeHSystemJ

[ LogicLev | [ HTTP ISeHSystemJ

[CIFIBchirCahISDLrte:[FSArmI Sockets

[CIFIBchirCatISDLrteIFSArmI Sockets

[Eﬂ|[m| EPC

[Eﬂ|[m| EPC

Siemens
S7-400

Puc. 4. JIlyonupoBaHHOE CEpBEPHOE MOAKITIOUYCHUE.

4.3 JlyommpoBaHHOe cepBepHOe NMOAKJII0YEHHEe HA OJIHOM cepBepe.

YacTHBIM cJ1ydyacMm ILy6JII/IpOBaHHOFO COCIUHCHHUA SABJIISACTCA l[y6JII/IpOBaHHO€ COCIMHCHHUEC B paMKax
OJIHOTO cepBepa (puc. 5), T. € 3amyCcK HECKOJbKUX CTaHIMH Ha OJIHOM MAaIllMHE C TEPEeKpeIIMBaHUEM
napameTpoB. Llenpio JaHHON KOH(UTYpalluu sSBISETCS MOBBIIICHHE HAAEKHOCTH U OTKA30yCTOMYNBOCTH
cuctembl yTéM pesepupoBanus 110.

OpenSCADA: Cepeep cbopa H apXHMEMpPOBaHHWA OpenSCADA: Cepeep cGopa W apXHEMPOBaHHWA

[WEbCfgITranspwter] [WEbCfgITranspDrter]
LogicLev ( HTTP |Selrsystem||( LogicLev ) [ HTTP |SelfSystem|
[ CIF [BlockCalc| SQLite | FSArch Sockets ] CIFIB!DGRCE!GISDLrteIFSArmI Sockets |

¥ ¥ P c

S7-400

Puc. 5. [lyonupoBaHHOE cepBepHOE MOIKIIOUYEHNE HA OTHOM CepBepe.

4.4 Knuenrckuii nocryn nocpeacrsom Web-unrepgeiica. MecTo pykoBoauTeIsl.

[ns  Bu3yanuzanMM JTaHHBIX COAEPJKAIUXCSl HAa CEPBEPE, XOPOIIMM pEHICHHUEM  SIBIAETCA
UCIIONIb30BaHUe MoJb3oBaTenabckoro WEB-unrepdeiica (puc. 6). JlaHHOoe pelIeHHe I03BOJISET
UCTIONB30BaTh craHAapTHeE WEB-Opay3ep y KIHEHTa W CIIEOBAaTEIbHO SIBISICTCS HamOoJiee THOKHM,
IIOCKOJIBKY HE MpPHUBS3aHO K OAHOM IuaTgopme, T.e. sBiIseTcs KpocciutarpopMeHHbIM. OAHAKO 3TO
pelIeHUE MMEET CYLIECTBEHHbIC HEJOCTATKU — 3TO HEBBICOKAs IPOU3BOAMTEIBHOCTh U HAAEKHOCTh. B
CBA3M C 3TUM PEKOMEHIYETCS MCIOJIb30BaTh JAaHHBIA METOJ [UIsl BU3yalW3alUd HEKPUTHUYHBIX JaHHBIX
WIN JAHHBIX HMEIOIIUX PpEe3ePBHBIN BBICOKOHAAEKHBINH croco0 Buiyanuzanuu. Hampumep, xopommm
penieHneM OyJeT MCIOJIb30BAHME 3TOI'0 METO/la Yy HayalbCTBAa IMPOMBILUICHHBIX YCTAHOBOK, I'JI€ BCErAa
CYIIECTBYET OmepaTopckas ¢ HaA&KHBIM CIIocoOOM Bu3yanuzaluu. [laHHas KOHQUrypamus MO3BOJISET
BBITIOJIHATH CIIEAYIOIUE PYHKIIUH:

+ OIpOC cepBepa Ha MPEIMET MOTYUCHUS JaHHBIX BU3yalU3allUui U KOHPUTYpaLIUK;
+  BU3YaJH3allUs JaHHBIX B JOCTYITHOM JJIsi TOHUMAaHUs BUJIE;

+ (opmupoBaHUE TPOTOKOJIOB, OTYETOB;

+  MaHUNYJSAUS TapaMeTpaMH JTOMYCKAOIIUMU U3MEHEHUE.
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OpenSCADA: Cepeep chopa u VCAEngine -
apXMBHPOBaHKA @vbbCfQTWEbWSTGﬂ]

ﬁsmmcm]isaumﬁsmml Sockets Web Gpy3ep

s @ PO E Pc

Siemens
ST-400

Puc. 6. Knuentckuii moctyn nmocpencrsoM Web-uHTepdeiica. Mecto pykoBOIUTES.

4.5 ABToMaTu3NpoBaHHOe paboyee MecTO (MeCTO PpyKOBOAUTeJIsi/onepaTopa).

Jlist BU3yanu3aluu KPUTHYECKUX JIaHHBIX, a TAK)Ke B ClIydae eciii TpeOyeTcs BBICOKOE KaueCTBO H
MPOU3BOJAUTENBHOCTh, MOHO HCIIOJB30BaTh BHU3yalu3alnui Ha ocHOBe cucrtembl OpenSCADA
ckoHpurypupoBanHoii ¢ GUI momynem (puc. 7). [aHHas KOHPUTypalus TO3BOJISET BBIMOIHSITH
ciemyromue QyHKIuu:

+ OMpOC cepBepa Ha MpeaIMeT OOHOBIICHUS TEKYIIUX 3HAUCHUN;

+  BU3yaJIU3alysl ONPOUICHHBIX JAHHBIX B IOCTYITHOM JUIsl TOHUMAHUSI BUJIE;
+ (opmupoBaHHE IPOTOKOJIOB U OTYETOB;

+  MaHUMYJSIUS TapaMeTpaMu l[OHyCKaIOH_II/IMI/I W3MEHEHUSI.

OpenSCADA: Cepeep cGopa K
apXUBHpOBaHUA
Logicl ev SelfSystem
Vision

CIF B!ockCatISDUFEIFSArmI Sockets | OpenSCADA:

APM anspsur::]’h;m&gme%
[ a1 |[m|£Pc (BlockcalcsaLite] s«:::;cers ]

B EBPC

S7-400

Puc. 7. ABTomaTu3upoBaHHOe pabodee MeCcTO (MECTO PYKOBOJUTEIIS/OniepaTopa)

4.6 APM c cepBepoM cOopa 1 apXUBHPOBaHUs HA OIHOI MamMHe (MeCTO oneparopa,
MOJeJb ...).

[TonHOyHKIMOHANBHAS KIMEHT-CEpBEpPHas KOHQUrypauus Ha OAHOM MammHe (puc. 8) MOXeT
MCIIOJIb30BAThCS JUIsl MOBBIIICHUSI HAAEKHOCTH CUCTEMBI B IIEJIOM IyTEM 3alycka KJIMEHTa U cepBepa B
pasHbIX nporeccax. /laHHas xoHpurypauus mosBosser, 6e3 MOCIeACTBUI Ul cepBepa, OCTaHABINBATh
KJIMEHT U BBITIOJHSATH C HUM pa3IM4yHble MpoduIakTHuecKue padboTsl. PekoMenyercs 11 UCTIONb30BaHUs
Ha CTaHLUAX oreparopa MyTEM YCTAaHOBKM JABYX MAIllMH COBMELIAIOIIUX B ce0¢ CTaHLMU OIepaTopa U
pe3epBUPOBaHHbIN cepBep. JlaHHas KOHGUTypalys O3BOJISET BBHIIOIHATE CleAyIOMNe QyHKINN:

+  OIPOC KOHTPOJIJIEPOB;
+ 00cmyXuBaHUE KIMEHTCKHUX 3allPOCOB;
BU3yaJIM3aIus;

+ BbIJja4ya YNPaBJISIOMINX BO3JCHCTBUM;

+ TeHepalus MPOTOKOJIOB U OTYETOB;
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+ BTOPUYHOE PETYJIUPOBAHUE;

¢ MOACIMPYIOIIUEC, KOPPCKTUPYIOIIHUEC MW AOIOJHHUTCIIBHBIC BBIYHUCJICHHA B BbIYHMCIUTCIBHBIX

KOHTpOJUIEPaXx;

+ cOop u BU3yanu3anus HHPOPMALIUHU O TIEPCOHATEHOM KOMIIBIOTEPE, CEPBEPE ... .

-

LogicLev

OpenSCADA: Cepeep cGopa W
aApXHBHpOBaHMA

|SelfSystem

| CIF [BlockCalc [FSArch[MySQL| Sockets ||| OpenSCADA:

(ison )

* APM [TmnsporferIVGﬂEngme]
- — 4 [ SelfSystem ]
[ B8~ (BlockCaic|MyS QL] Sockets ]

Siemens
S7-400

Puc. 8. APM c cepepoM cOopa 1 apXUBUPOBAHKS HA OJTHOM MalIMHE (MECTO OrepaTopa, MOACIb ...)

4.7 I1pocTeiiniee cMemAaHHOE NOJAKIIOYeHUEe (MOe/Ib, JeMOHCTPaIHS,

KOH(uryparop ...).

CwMemnranHoe HNOAKIIOYCHUC COBMCIIACT (byHKLII/II/I CCPBCPa U KIIMCHTA (pI/IC 9) MoXeT UCIIOJIb30BaThCS
AJI1 TCCTOBBIX, J€EMOHCTPALIMOHHBIX (1)}’HKIII/II\/'I, a TaKKC IJId MPEOOCTABIICHHUA MO}ICJ’IGﬁ TEXHOJIOTHYCCKUX

MMPONHECCOB KakK €ANHOC LICJIOC. B sTom PCKUME MOTYT BBIIIOJHATHCA CJICAYIOMINC CI)YHI(I_II/II/IZ

+  ONPOC KOHTPOJIIEPOB;

. O6CJ'Iy>KI/IBaHI/IC KIIMCHTCKHUX 3aIllpOCOB;

* BHU3yaJIu3anus;

BBIJIaya YIPaBISAIOMINX BO3/IEHCTBUM;
+ TreHepauus IIPOTOKOJIOB U OTYETOB;
+ BTOPUYHOE PETYIUPOBAHUE;

+  MOJEIUPYIOIIHNE,
KOHTpOJIIEpAXx;

« cOOp W BH3yalM3amusi TEKymed WHPOpPMAUK O TMEepPCOHATLHOM KOMIBIOTEpPE, CepBepe,

MOJEIH ... ;

+ KoHGurypauus 0a3 JaHHbBIX, MOJKIIOUEHUHN U JIp.

KOPPCKTUPYIOIIMUE ©W JOHIOJHAIOIMIUE BbIYUCIICHHUA B BbIYHMCIUTCIBHBIX

1

--'l

BlockCalc

OpenSCADA: Mogenk Tex. npouecca

Vision

[avaLikeCalc[ SaLite | FSArch|Sockets QTCfg| VCAENgine

Yy

PC

Puc. 9. IlpocTeiimee cMemanHoe MOAKIIOYEHNE (MOJIENb, JEMOHCTpaIUs, KOHPUTYPATOD ...)
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4.8 YcroiiuuBas, pacnpeaeiénnas kondurypamnmus.

JlanHast KOHQUTYpaIys SBISICTCS OJHUM W3 BAapPHAHTOB YCTOWYMBOTO/HAAEKHOTO COCTUHEHHS (pHC.
10). YCTOWYHBOCTH JOCTHTASTCS MyTEM pactpeeiacHus: QyHKIHHN 10:

!
)

+ IEHTPATHHOMY CEpPBEPY apXUBUPOBAHUS U OOCITY)KMBAHUS KIIMEHTCKUX 3aIIPOCOB;
OpenSCADA: APM Vision Web Gpyaep
[ My SQL 1 Sockets
SelfSystem SelfSystem KM EHTCKIX 3aNpoCoOB
SGA Sockets |FSArchfiysQl)
I I I iy

« kiueHtam: APMul 1 WEB-KJIHEHTBI.
[Transpone{VCAEngin
“ — Cemb -
0penSCADA: UentpansHslil cepaep
(ciF{mysaL]_sGA_)|[amondBoardMySQL)__SGA_]| |(Transporter]VCAEngine| WebCig)
&
o

+ CepBepaM oIpoca;
e
[ SefSystem ]
OpenSCADA: Onpoc 1 OpenSCADA: Onpoc 2 apXHBMPOBAHUA H 06 CNYKHBAHMA
T ( SefSystem [ HTTP)
I

- * - I

T IERIEE
ClRalEE

PC

Siemens Diamond

S7-400

ATH400-128

Puc. 10. Ycroituupas, pacnpeaenéHHas KOHQUrypauus

Cepsep ompoca, koHpuUrypupyercsi Ha ocHoBe cucteMbl OpenSCADA u npencrasisier co0oil 3agauy
(rpynny 3ajad) 3aHMMAIOLIUXCS ONPOCOM KOHTpoiuiepa (TpyHnbl KOHTPOJUIEPOB OJHOTO THIIA).
[Tomy4yeHHble 3HA4YEHMs JOCTYIIHBI LIEHTPAJIbHOMY Ce€pBepy dYepe3 000l TpaHCIOPT, MOAJEpPHKKA
KOTOPOTO /100aBisieTcss MyTEM MOIKIIOUEHHS] COOTBETCTBYIOIIETO MOJYJsS TpaHcmopra. s cHuXKeHus
4acTOThl OINpPOCAa M BEIMYMHBI CETEBOro TpauKa, CepBep ONpOca MOXKET OCHAIAThCA HEOOJBIINM
apxuBoM 3HaueHui. Kondurypauus cepsepa onpoca XpaHUTcsi B OJHOH U3 1ocTynHbIX B/I.

LleHTpanbHBIN CepBEp apXUBUPOBAHUS M OOCTYKMBAHUS KIMEHTCKUX 3alPOCOB BBITIONHSACT (YHKITUIO
HEHTpaIn30BaHHOTO cOopa M 00pabOTKM MapaMeTpOB CEPBEPOB Olpoca M MX 3HaueHud. Jloctym k
cepBepaM OIpoca BBINOJIHIETCA HOCPEACTBOM OHOro u3 aocTynHelx B OpenSCADA TpaHcnopToB
+mpoTokoisioB (Ha mpumepe 310 SGA). Jlnsa npegocraBiieHnst eIMHOTO HHTEp(dEiica T0CTyIa K mapameTpam
U KOHTpOJIJIEpaM MCIOJb3yeTcsl MOAYNb Transporter, KOTOPBI OTpa)kaeT JaHHBIE CEPBEPOB OIpoca Ha
CTPYKTYPY JIOKAJIBHBIX ITapaMETPOB.

I[J'IH BBITIOJIHCHUSI BHYTPCHHUX BBIUNCIICHUN M JOMOJHUTEILHOIO aHaIn3a napaMeTpoOB UCIIOJB3YHOTCA
BBIYUCIIUTCIIBHBIC KOHTPOJIJICPHI.

I[J'I?I Pa3SHOCTOPOHHETO U FHY6OKOFO APXHUBUPOBAHUA UCIIOJIB3YIOTCA pa3JIMYHbIC MOJYJIN apXHUBOB.

Jlnst nocTyna KIMEHTOB K cEpBepy UCHOib3yroTcs AocTynHble A OpenSCADA ceTeBble TpaHCTIOPTHI,
Ha mpuMmepe 3To Sockets, W TpaHCIOPTHBIE MPOTOKOJBI, Ha mpumepe 310 mportokon OpenSCADA
"SelfSystem".

Kondurypanus neHTpasbHOTO cepBepa XpaHUTCs B OAHOHM u3 noctynHbIX b/l (Ha mpumepe 3To cereBast
CYB/I MySQL).
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Hns  mpenocraBnenust moas3oBarenbckoro WEB-untepdeiica wucnonb3yercss monyinbs  WebCfg
MOCPEACTBOM TpaHCHOPTHOTO TipoTokosia “HTTP”.

Paznuunbie ximeHThl, B uX unciie APM u WEB-KIHeHTBI, BBITOJIHIIOTCS HAa OTIAENILHBIX MAaIllMHAX B
HeoOxoauMoM konudectBe. APM peammsyercst Ha ocHoBe cuctemMbl OpenSCADA. B ero dyHknun
BXOJUT ONpPOC 3HAUYEHUH TMapaMeTpoOB M3 ILEHTPAIBHOIO cepBepa M ux Buzyanmmsanus Ha GUI
untepdeiice(ax). ns nomydenuss napamerpoB B APM, Takxke, UCHOIb3YyeTCS MOIYJb OTPa)K€HUs
yaan€HHblX napameTpoB Transporter. [[ns mpemocTaBieHus AOCTyNa K apXUBaM MOKET HUCIOIb30BATHCS
MOy b apxuBa cereBoro tuna. Kongurypamus APM MoxkeT XpaHUThCS B OAHOW 3 poctymHbiXx BJ] (B
npumepe 9310 cereBas CYBJ[ MySQL, pacnonoxkeHHas Ha MallMHE I[EHTPAJIBHOTO CepBepa
apXUBUPOBAHUSA).
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