Mopayas noacucremsl “DAQ” <SNMP>

Mooynw:  SNMP

Uwma: SNMP knuent
Tun: DAQ

Hcemounuk: daq SNMP.so
Bepcus: 0.3.2

Aemop: Poman CaBoueHko

Onucanue: Ilpenocrtapnser peanuzauuio kauenta SNMP-cepsuca.
Jluyensus: GPL

OrnaBsneHue
Mopaynb noacnuctemMbl “DAQ” SSNIMP> ... ... e et e e e e e e eeans 1
[ 2T A=Y u L= 1
T SN P e e e e e e e et e eeeeeeeeee e eaeaaeana e aaaraaaaaes 1
T T I e e e e e e et e e et e e a——————eeeeeereeeaa e eeanaaaeenaaaaan 2
I N a0 Y=Y oz TN 1= P 2
1.3 BBAUMOIEUICTBUE. .....ccunceeeeeeeeeeeee e et e et e e e e et e e e e e e e e e e e s e e et e e e saa e e eaaeeeaeeneeanseanseneennns 3
1.4 ABTOPUBALIMEA. ... eeeeeeeetiieee e e e e e e ettt e e e e e e e eeeataa e e e e e e e eeeeesssa e eaeeaeeeesassssnaaseeeeeensssnnnnnaenes 3
248 1Y o ) 1 Y 3 S 3
2.1 KOHTPOTIED [AHHDBIX. ...cvuuieeuneetneeeeneeeeteseeansesaneesanssesaaeeesansaeanseesaesseanseesnsessnsesnnssensasnnns 3
JZ A 1 =Y oY= 1Y L= 0= P 4
BBenenue

[Iporokon SNMP 6bi1  pa3paboTaH ¢ 1edbl0  MNPOBEPKH  (PYHKIMOHUPOBAHUS  CETEBBIX
MapuipyTu3aTopoB U MoctoB B 1988 romy. BrmocienctBum, cdepa neHCTBHS NMPOTOKOJIA OXBaTWia U
JIpYTH€ CETEBbIE YCTPOMCTBA, TaKWe Kak XaObl, IUIIO3bI, TEPMUHAIBHBIE CEpBEpa M JaKe€ YCTPOMHCTBa
UMEIOIINE OTNaJIEHHOE OTHOIIEHUE K CEeTH: MPUHTEepa, UCTOUHUKH Oecriepeboiinoro nutanus, PLC u 1.1.
Kpome Toro, mpoToKos AOMyCKaeT BO3MOKHOCTh BHECEHHSI M3MEHEHUH B ()YHKIIMOHUPOBAHUE YKA3aHHBIX
yctpoiictB. Ha nannoe Bpemst mpotokos1 SNMP crangaptuszuposan kak RFC-1157, -1215, -1187, -1089.

JlaHHBIA MOJYJbh MPEAOCTABISIET BO3MOXKHOCTH COOMpaTh MH(MOPMAIIUIO y PA3NIUYHBIX YCTPOMCTB MO
SNMP npotokody.

1 SNMP

OCHOBHBIMU B3aUMO/ICHCTBYIOIIUMHU <«JTUIIAMW» IPOTOKOJIA SIBJISIOTCS ar€HThl U CUCTEMbI YIIPaBJIECHUS.
Ecnu paccmaTtpuBaTh 3TH /1Ba MOHATHUS HA SI3bIKE «KIMEHT-CEPBEP», TO POJIb CEPBEPA BHIIIOJIHSIOT areHThI,
TO €CTb T€ CaMble YCTPOICTBa, JUIsl ONpOCa COCTOSIHUS KOTOPBIX M ObLI pa3paboTaH MPOTOKOJI
COOTBETCTBEHHO, pOJIb KIWEHTOB OTBOAMTCA CHUCTEMAM YIPaBICHHUS — CETEBBIM IPUIOKECHUSM,
HE0OXO0UMBIM ISl cOopa uHpopmanuu o0 GyHKIMOHUPOBAHUH areHToB. [loMrMo 3THX JBYX CyOBEKTOB B
MOJIEJIM MPOTOKOJIA MOXKHO BBIIEIMTH TAKKE €Ile JIBa: YINPABIAIOLIYI0 MHPOPMALUIO U caM MPOTOKOI
0o0OMEHa JaHHBIMH.

Bces undopmanus 06 00beKTaX CHCTEMBI-ar€HTa COJEPXKUTCS B Tak HaszbiBaeMod MIB (management
information base ) — 06ase ympasistomeil nadopmarmu, ApyrumMu cioBamu MIB mpencrasnser co6oit
COBOKYITHOCTb 00beKkTOB (MIB-niepemeHHbI€), TOCTYIHBIX JIJIS ONEepaluii 3aMUCHU-YTEHHUS.

Ha nannbIit MOMEHT cymiecTByeT yeTsipe 6a3zsl MIB:
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1. Internet MIB — 0a3a nmaHHBIX OOBEKTOB [Id OOECIIEYEHHUS [TUArHOCTUKH OIIMOOK U
koHurypanuii. Bkimrodaet B ceds 171 00bekT (B ToM uncie u o0bexTsl MIB I).

2. LAN manager MIB — 6a3a u3 90 00beKTOB — MapoJIH, CECCUH, TTOJTH30BATEH, OOIIHE PECYPCHI.
3. WINS MIB — 6a3a 06bekT0B, Heo0X0oauMBbIX U1 pyHKImoHupoBanus WINS cepsepa.

4. DHCP MIB — 06a3a o0wekroB, HeoOxomumbix it ¢yHkuonupoBanus DHCP cepsepa,
CITy’Kalllero Juis TuHaMuueckoro BeiaeneHus [P agpecos B ceT.

1.1 MIB

Bce nmena MIB nmerot nepapxuueckyro cTpykrypy. CymecTByeT AecsTh KOPHEBBIX aJINACOB!

1. System — pannas rpynna MIB II comepxut B cebe ceMb OOBEKTOB, KaKIbI M3 KOTOPBIX
CIY’KUT JUIsl XpaHeHus nHpopmanuu o cucreme (Bepcus OC, BpeMst paboThI U T.1.).

2. Interfaces — comepxutr 23 o00BEKTa, HEOOXOAMMBIX I BEICHUS CTATUCTUKU CETEBBIX
uHTEepdeiicoB areHToB (kKonuuecTBO HHTepdeiico, pasmep MTU, ckopocTs mnepenauw,
¢dusnueckue aapeca u T.1.).

3. AT (3 oObekTa) — OTBEYAIOT 3a TPAHCIAIUIO ajapecoB. bonee He wucmonb3yercs. beiia
BkmoyueHa B MIB 1. B SNMP v2 »srta wundopmanus Obuta mnepeHeceHa B MIB  ans
COOTBETCTBYIOIIUX MPOTOKOJIOB.

4. TP (42 obwvekra) — manHble o mpoxonsaumx I[P makerax (KOJIMUYECTBO 3ampoOCOB, OTBETOB,
OTOPOLIEHHBIX NTaKETOB).

5. ICMP (26 o0bekTOB) — MH(pOpMaIUs O KOHTPOJBHBIX COOOIICHHUSX (BXOISIINE/MCXOIAIINE
COOOIICHUS, OIUOKH H T.JI.).

6. TCP (19) — Bce, uTOo KacaeTcs OJHOWMEHHOT'O TPAHCIOPTHOTO MPOTOKOJA (QJITOPUTMEI,
KOHCTaHTbI, COEJTUHEHUSI, OTKPBITHIE TOPTHI U T.IL.).

7. UDP (6) — ananoruuno, tosbko ans UDP nporokosna (BXoasiiue/McXosiiue AaTarpaMMbl,
MOPTHI, OIIUOKH).

8. EGP (20) —  nmamnsle o Tpaduke Exterior Gateway Protocol (umcmomb3yercs
MapIIpyTH3aTOPaMu, OOBEKTHI XPaHAT HMHGOPMALMIO O IPHUHATHIX/OTOCIAHHBIX/OTOPOIICHHBIX
KaJpax).

9. Transmission — 3ape3epBupoBaHa i cnenupuydecknx MIB.
10. SNMP (29) — cratuctuka mo SNMP — Bxosmue/ucxoasiue makeTbl, OrpaHUYEHUs TaKEeTOB
1o pa3Mepy, OMUOKH, TaHHbIE 00 00pabOTaHHBIX 3alPOcax U MHOTOE JPYToe.

1.2 Aapecaunus

Kaxp1if 13 KOPHEBBIX aJIMACOB MPECTABISCTCS B BUIE JIepeBa, pacTyliero BHU3. Hanpumep, k anpecy
aJIMUHUCTPATOpa MOXXHO OOpaTUThCS TOCpencTBOM mmyTH: system.sysContact.0, ko BpeMeHH pabOTHI
cucreMmbl system.sysUpTime.0, k onmucanuio cuctembl (Bepcus, sapo u apyras uHpopmarus o6 OC) :
system.sysDescr.0. C apyroii CTOpoHbI, T€ e JaHHBIE MOTYT 33JaBaTbCsi M B TOUEUHOM HoTanmu. Tak
system.sysUpTime.0 cooTBercTByeT 3HaueHnue 1.3.0, Tak kak system umeet unaekce “1” B rpynnax MIB 11,
a sysUpTime — 3 B uepapxuu rpymnmnsl system. Hoib B KOHIIE TyTH TOBOPHUT O CKaJISPHOM THIIE XPaHHUMbBIX
JMaHHBIX. B mporecce paboThl cCHMBOJIbHBIE IMEHA OOBEKTOB HE MCIONB3YIOTCS, TO €CTh €CIIH MEHEIKep
3ampaliBaeT y areHra cojepkumoe mapamerpa system.sysDescr.), To B CTpoke 3ampoca CChUIKa Ha
0o0BekT Oyzaer npeodpazoBana B “1.1.0”, a He OyeT nepegaHa «Kak ecThb.

B o0mem, cymiecTByeT HECKOIBKO cIoco00B 3amucu ajapeca kK MIB-nepemeHHoi:

1. Ilpsmas xomomas agpecanus — .1.3.6.1.2.1.1” (xopueBoii ammac System). Ilpu Takoii
aapecanmu Kaxmas MIB mnepemeHHas KOOWpyeTcss HWACHTH(PHUKATOPOM, a TIOJHBIA ajapec
3alMChIBACTCSl B BUJAE IMOCJIEIOBATEILHOCTH WICHTHU(PUKATOPOB pa3/el€HHBIX TOYKOW, ClIeBa Ha
npaBo. JlaHHas 3amuch agpeca SBISETCS OCHOBHOM M BCE JPYrHe CHOCOOBI 3alMCH MPHUBOIATCS K
HEH.

2. Tlomnas CUMBOJIbHAS, B COOTBETCTBUU c MpebIayIen KOZOBOM —
“1so.org.dod.internet.mgmt.mib-2.system”.
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3. Anpecanusi OT KOpHEBOro anuaca — “system.sysDescr”.
4. Anppecarus ot 6a3e1 MIB — «SNMPv2-MIB::sysDescr".

1.3 BzaumoelictBue

B SNMP knueHT B3auMOJAEWCTBYET € CEpBEpPOM IO MpPUHIMIY 3arpoc-oTBeT. Cam mo ceGe areHT
CHOCO0EH MHULIMUPOBATh TOJIBKO OJIHO JEHCTBHE, Ha3bIBaEMOE JIOBYLIKOW npepriBaHueM. [lomumo storo,
BCEC I[GI\/'ICTBI/ISI Ar€HTOB CBOAATCA K OTBCTAM Ha 3aIIpOChl, ITOCHIIACMbBIC MCHCIKECpaMU.

CymectByer 3 ocHOBHBbIE Bepcum mnpoTokoja SNMP (vl & v2 & v3), KoTopble HE SBISIOTCS
coBMmecTuMbIME. B SNMP v3 BkitoueHa nojaaepxka muppoBaHus Tpaduka, s 4ero, B 3aBUCUMOCTH OT
peanu3anuu, ucnonb3yrores anroputMbl DES, MDS. DTo Bemer k ToMy, 4TO IpH mepenade Hambosee
BaXHBIE JIAHHBIE HEJNOCTYNHBI JUIsl NPOCIyIIMBaHMUA. B kauecTBe TpaHcmopTHOro mportokoia B SNMP
00b14HO ucnogawiyercs nporokon UDP, Xots, Ha camom aene, SNMP nognep:xuBaeT MHOXECTBO JIPYrUX
TPAHCHOPTHBIX MPOTOKOJIOB HUYKHETO YPOBHSI.

1.4 ABTOpU3auus

OpauM u3 KiroueBbX NOoHIATUH B SNMP sBnsiercs nonstue group (rpynna). Ilponenypa aBropusanuu
MEHe/Kepa MpeACTaBiseT co00W MPOCTYI0 MPOBEPKY HA MPUHAIUIEKHOCTh €ro K OMpEesIeHHON rpyIie,
U3 CIIMCKA, HAXOMAIIETOCsA Yy areHta. ECu areHT He HaXOAWT TIpYMIbl MEHEIKepa B CBOEM CIHCKE, MX
JanbHEHIIIee B3aNMO/IEHCTBHE HEBO3MOXKHO. [10 yMOT9aHHIO MCTIONIB3YIOTCS TPYIIIBL: private u public.

2 Moayan

Januplii Moxyne moanepxuBaeT padory ¢ mpotokosoMm SNMP Bepcun 1. Ha Texkymmii MoMeHT
noJ/IepKUBaeTcss Toiapko ureHue MIB-nmapamerpoB. Kpome Ttoro, mepeuens tunos MIB-napamerpos
orpanndeH cnuckoMm: ASN OCTET STR, ASN INTEGER u ASN COUNTER. IToanepxka ocTaabHbIX
THUIIOB U 3alMCh IUIAHUPYETCS B CIEAYIOLIUX BEPCUAX MOIYJIS.

2.1 KonrpoJuiep JaHHBIX

Jnst nobaBnenus ucrounuka JaHHbIX SNMP co3naércs u KOHQUrypupyercss KOHTPOJUIEp B CHUCTEME
OpenSCADA. ITpumep BKIIaAKH KOH(PUTYpAIUK KOHTpOJUIEpa JaHHOTO TUIa U300pakeH Ha puc. 1.



++| QT OpenSCADA KoHthurypaTop

dain PepaktupoBaHue Bug [lomowb
_ ) ~
880X LALLI200 20
Konmponnep: localhost
d Demo station
(% Bazbl paHHbIX m
{i, BesonacHocTb e O
{# TpaHcnopTbl BrnroueH: [+
. TpaHCnopTHBIE NPOTOKOILI . ]
C6op AaHHbix Samyuyen: (¥
= Modyrs: Bl koHTponnepa: [*." |vl
TpaHcnopTép MCTOYHMKOB da Bpewma cbopa ganHelx (Mc): 16.8625
ModBus knueHT ~KonepurypaLn
B SNMP knueHT
= localhost ID: localhost
System s |
BroyHbli BeMMCIINTEN :
¥ CBop paHHbIX cucTeMbl Onucatine:
3ByKOBaA KapTa
Noruyecknii ypoBeEHb
BelumcnuTents Ha java nogobi
CBop pgaHHbIX Siemens
Diamond nnatel cbopa aaHHt
bufinuomexa wabnoHos: BkntouaTs: [ |
[ ApxuBbl i
3 CneuwansHbie e
| MonbsoBaTtensckue MHTEpQEenct Tabnwua napaMeTpoB: [SNMPPrm_Iocalhosl ]
& YnpaeneHne MogynAMM . =]
Jop Mepwon cbopa gaHHbIX (C):
hena YpoeeHe NpuopuTeTa 3agaqyv chopa aaHHbIX: _E
Anpec yoanéHHoro xocTa: [Iocalhost ]
lpynna cepsepa: [public ] =
OrpaHuWyeHue Ha KonuyecTeo atpubytos: | 100 |E]_ Z
U —— ) _— e
Ffoman)

Puc.1. Bxiagka koH(puUrypamnuu KOHTpOJUIepa.

C IIOMOIIBIO ATOU BKJIAAKHW MOXHO YCTaAaHOBUTL!:

« CocrosiHME KOHTpoJIepa, a uMeHHO: «Bxmrouen», 3anmymen», umsa bJl conepxkamieit
KOH(UTypamuio 1 Bpems cOopa JaHHBIX.

« Wpentuduxarop, UMs U orucaHue KOHTPOJIIEpA.

+ CocTosiHME B KOTOPO€E MEPEBOAUTH KOHTPOJLIEP MPH 3arpy3ke: «Bxitouen» u «3amyien».

+  HMms tabnuipsl 115 XpaHeHUs! KOHQUTypaluy napaMeTpoB KOHTPOJLIepa.

+ Ilepuon u mpuopuTeT 3a1aun cOOpa JaHHBIX.

« Azpec ynan€HHOTO XOCTa, TPYIILY JOCTYIAa U OTpaHUYEHUE Ha KOJIMYECTBO aTPUOYTOB B OJTHOM
napamerpe.

2.2 ITapameTpnl

Monyne SNMP npenoctaBisieT TOJBKO OAMH THN napaMmerpoB — “Cranzapt’. JONOJIHUTEIBHBIM

KOH(HUTypallMOHHBIM TIOJIEM TIapaMeTpa JAaHHOTO MOAyJs (puc.2) smisercs crucok MIB-mapameTpos,
BETKHU KOTOPBIX MOJIEKAT CUUTHIBAHUIO.
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Puc.2. Briagka koHpuUTrypauu napameTpa.

B cooTBeTcTBUM ¢ yKa3aHHBIM ciUcKoM MIB-mapameTpoB BBINIOJIHAETCS ONPOC MX BETBEM M CO3JaHUE
aTpuOyTOB Tapamerpa. B manpHelIIeM BBIOMHSAETCS OOHOBJICHHWE 3HAYCHHWH MapamMeTpoB. ATpPUOYTHI
UMEHYIOTCSI B COOTBETCTBUH C KOA0BOW anpecanueir MIB-mapamerpoB, B kauecTBe HJeHTU(UKATOpa, U
aapecanuu ot 6a3el MIB 00bekTOB, B uMeHH aTpubyTa (puc.3).
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daiin Pepaxtwpoeanve Bug [Nomowe

SNMPv2-MIB::sysDescr.0: Linux roman.diya.org 2.6.25-std-def-alt6.M41.1
#1 SMP Thu Jul 17 20:26:22 MSD 2008 i686

SNMPv2-MIB::sysContact.0: Me <me@somewhere.org>
SNMPv2-MIB::sysName.0: roman.diya.org
SNMPv2-MIB::sysLocation.0: Right here, right now.

SNMPv2-MIB::sysORDescr.1: The SNMP Management Architecture MIB.

SNMPv2-MIB::sysORDescr.2: The MIB for Message Processing and
Dispatching.

SNMPv2-MIB::sysORDescr.3: The management information definitions
for the SNMP User-based Security Model. 7

SNMPv2-MIB::sysORDescr.4: The MIB module for SNMPv2 entities

SNMPv2-MIB::sysORDescr.5: The MIB module for managing TCP
implementations

SNMPv2-MIB::sysORDescr.6: The MIB module for managing IP and ICMP
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Puc.3. Briragka atpu0OyToB mapamerpa.
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