IIpoexT no co3ganuio oTkpbroli SCADA cucremsl “OpenSCADA”

1.BBeneHHe

Ha poike nporpamm g ACY-TII  (ABTOMATH3MpPOBAHHBIE  CHUCTEMBI  YIIPaBJIEHUS
TEXHOJIOTUYECKUM MPOLECCOM) CJIOXKHUIIACh CUTYyalUsi, KOIAa OTCYTCTBYIOT HE TOJBKO CBOOOAHBIE
MPOrpamMMBbl, HO U MporpamMMsel AJis iaTdopM oTIUUHBIX 0T MS Windows+x86. [la eqUHUILBI €CThb, HO
PO HUX MOYTH HUYETO HE CJIBIIIHO U OHM BBITJISIASIT KpaiHe 0siekyio Ha (hoHe 0OmIeit Macchl.

B toxe Bpemsi, pupmbl 3annMalomuecs BHeapenueM ACY-TII 3auHTepecoBaHbl B IOJHOM KOHTPOJIE
Hag SCADA cucrtemori BHelpsieMor Ha OOBEKTax KJHMEHTAa. JTa 3aUHTEPEeCOBAHHOCTb CBsI3aHA CO
cnennuKon paboThl ¢ 3aKa3uMKOM. 3aKa3uuK SIBJSIETCSl MOCJEAHMM 3BEHOM B LIEMOUKE CO3[aHUs
nporpammbl. OT KayecTBa CBSI3M 3aKa3uuMka M pa3pabOTUMKOB MPSMO MPONOPLHUOHANBHO 3aBUCUT
YAOBJETBOPEHHOCTh 3aKa3yMKa M CKOPOCTb COBEPLUIEHCTBOBAHUSI mporpammbl. M BbTekas u3
BBINIECKA3aHHOT'O, MPOMOPIMOHANBHO 3aBUCUT UMUIK ¢upmbl BHeapsitoment ACY-TII. [lpumenenue
3aKOHUeHHBIX Kommepuecknx SCADA cucTteMm, Kak NOpaBUiIO, NMPUBOJUT K YXYAUWEHUIO WM XKe
MOJIHOMY OTCYTCTBHIO CBsI3M 3aKa3uuKa ¢ pa3paboTuukamu.

BbIX01bl M3 CJIOKUBIICHCS CUTYAIUU:

+ [lepBpIM BBIXOJIOM MOXET OBITh HaJlaXXMBaHWE TECHBIX CBsidel ¢ mpousBogutesem SCADA cucrtew,
T.€ UHTerpanus (SIBHas WK HesIBHAas) B MOJpasfe/ieHHue MO BHEJIPEHHUI0. A 9TO MOXET MPUBECTH K
MOJIHOM MJIA YACTUYHOU MOTEPE CaMOCTOSITENIBHOCTH.

+ BroppiM BbIXOAOM siBisieTCs co3maHue coOcTBeHHOM Kommepueckoir SCADA cuctemsbl. Takum
oOpa3oM ¢pupma nojyyaeT NOJHbIM KOHTposb. Ho ¢ Ipyroit cTopoHsl, 4jisl pa3pabOTKU CUCTEMBI Ha
BBICOKOM YPOBHE HYKE€H OrFPOMHBIM MITaT CIHENUAJUMCTOB BBICOKOM KBaqudpukanuu. Yro, B
OOJIBIIMHCTBE cCiyyaeB He Mo KapMaHy ¢upmam Beegpsiomum ACY-TII. Kak pesysbrar,
KBaTM(UKaUs CHENUaJIMCTOB JOBOJBHO HHU3Ka. M maxe ecim ¢upma pemaercss Ha MOJOOHBIM
nogsur, To SCADA cuctema He OOTATMBAaET OO0 YPOBHS CAaMOM MOCPEICTBEHHOM CTOPOHHEMU
KOMMepUECKOU cuctembl. Kpome TOro, oueHp 4acTo MMEET MECTO, HU3KOE KAaueCTBO KOJa W(MJIN)
nocpeAcTBeHHas! (PyHKIIMOHAIBHOCTh CUCTEMBI.

o Tpetum BBIXOOOM siBNsIeTCS HcnoJib3oBaHUE OTKPBITEIX SCADA cuctem. To ectb coBMecTHas
pa3paboTKa. DTO MO3BOJISIET COBMECTUTD NPEUMYILECTBO BBILIENIEPEUMCIEHHBIX BAPUAHTOB!

— nosHbI KoHTposb Hal SCADA cucrtemot;

— He TpeOdyeTcsl OrPOMHOTO MTaTa BRICOKOKBAIM(DUIIMPOBAHHBIX CIEIUATUCTOB IJIsl PA3BUTHSI
CHUCTEMBI, JOCTATOUYHO CIEeNHANMCTOB JJIsl AUCTPUOBIOIUNA CUCTEMBI,

— HPHUBOAUT K IMOBBIMCHHUIO KAaUE€CTBa CUCTEMBI 3a CUET MHOKECTBEHHOM BHEIIHEH SKCIICPTUSBI;

— TIO3BOJISIET BHIOMpaTh MIAT(OPMY B 3aBUCUMOCTH OT €€ MPEeuMYyMecTB, a HE MO MPUUUHE
TOr'O, UTO TOJILKO Ha Hel paboTaeT SCADA cucrema;

—_— Hy nu npoqne IICUXOJIOT'NYECKUE, 9 KOHOMHNUECKUE, IOpI/I)II/I‘—IeCKI/Ie HpeI/IMYH_[eCTBa OTKprTbIX
CUCTEM

Inst peanusanvv TpeThero BapuaHTa v Obl1 ocHOBaH MpoeKT OpenSCADA!

OpenSCADA npenctaBisier coboit oTkpeiTyio SCADA cucteMy NOCTPOEHHYI0 MO NPUHIMIAM
MOJYJIbHOCTH, KpoccraTdopmeHHocTd U Macmrtadupyemoctu. SCADA (Supervisory Control And
Data Acquisition) B nepeBoje: “CucTemMbl AWCIETUEPCKOTO YMpaBJieHUs1 U cOopa JaHHBIX SIBJISIETCS
TEPMUHOM KOTOPBI 4acTo ymnoTpebOssieTcss B cdepe aBTOMATH3ALUU TEXHOJOTMUYECKHX MPOIECCOB.
[Tporpamma OpenSCADA npenHasHaueHa miist: cOopa, apXMBHPOBAHUsI, BU3yaJIM3allid UH(MOpMaIWH,
BHIJAUM YIPABJSIOMMX BO3JIEHCTBHI, a TaKke IPYrMX POACTBEHHBIX OMNEpanyi, XapaKTEepHBIX s
noHogyHkironanbHol SCADA cuctemsl.



2.Ilenn npoekTa
OCHOBHBIMM LIEJISIMU, KOTOPBIE MPECIeAYET MPOEKT, SIBJSIIOTCS:

— OTKPBITOCTD;

— HaJCXKHOCTD,

— I'MOKOCTb;

MacmTaOupyeMoCTb;
— 0€e30MacHOCTD;
— (buHAHCOBas HOCTYMHOCTB;

— npejocTaBleHHe yA00HOro nHTepgerica ynpaBieHus;

3.IMonuTHKa pa3 padoTku . JInne H3Hsl.

B kauectBe monMTUKM paspaboTKM AaHHOW mporpamMMmbl BeiOpansl “OPEN SOURCE” npuHuuns
paspabotku I10. [laHHasi MOJMTHUKA MO3BOJIMT MPHUBJEUb K pa3pabOTKe, TECTUPOBAHHUIO, PA3BUTHUIO,
pacrpoCTPAaHEHUIO W HCIIOJIb30BAHMIO MPOJYKTAa 3HAYMTENIPHOE KOJIMUECTBO pPa3pabOTUMKOB,
9HTY3MACTOB U JPYIMX 3aMHTEPECOBAHHBIX JIMI] IPY MUHMMAJIbHBIX (PHAHCOBBIX 3aTpaTax.

[Tporpamma pacnpocTtpansiercst Ha yciaoBusix quneHsuu GPL v2

4.005acTH NP MEHEHHSI

Cuctema OpenSCADA mnpegHasHaueHa AJisl BHIMOJHEHUsI Kak 0OblyHbIX pyHKIMH SCADA cucrtewm,
TaK U JJIs1 KCIIOJIb30BaHUSI B CMEXKHBIX 00J1acTsIX MH(OPMALMOHHBIX TEXHOJIOTHH.

Cuctema OpenSCADA MokeT UCTIOJIb30BATHCS:

+ Ha npompbinuieHHbIX 00BeKTax B KauecTBe noyHOpyHKIHoHaipHOM SCADA cucTeMBlI;

L 4

Buytpu PLC (mporpamMmMupyembiX JIOTMYECKHMX KOHTPOJUIEpax) B KAUECTBE CPEIbl UCITIOJTHEHUST;

L 4

Bo BcTpauBaembix (embeded) cucremax;

L 4

st TOCTpOeHMs]  pa3IMUHBIX ~ Mojeser  (TEXHOJOTMUeCKHUX, XHUMHUECKUX, (DU3UUYECKUX,
9JIEKTPUUECKHX MPOIECCOB);

*

Ha mepcoHanbHBIX KOMITBIOTEPAX, CepBEpax M Kjactepax st cOopa, 0OpabOTKH, MpeACTaBICHUS U
apXuBalMU UH(OPMAIMK O CHCTEME U €€ OKPYKESHUH.

B kauecTtBe 0a3oBoit (xoctoBoi) onepanuonHon cucteMbl (OC) miis paspabOTKU U UCTOJIb30BAHU S
BeiOpana OC Linux, kotopas sBisgercs ctangaptHoit POSIX comectumoit OC. Kpome Ttoro, OC
Linux siBysieTCsl ONTUMaIbHBIM KOMIIPOMHCCOM B BOITPOCAX:

— HaJEXKHOCTH;

ruOKoCcTH/MacTabUpPyEMOCTH;

JOCTYITHOCTH;

MOMYJIIPHOCTU M PaclpOCTPAHEHHOCTH.

[Tockospky cuctema OpenSCADA paspabateiBaeTcst Ha ctangaptHor POSIX OC, nmo npuHnunam
Kpoccmiat(pOpMEeHHOCTH, TO €€ aganTanus Ha octaibHbie OC HE COCTAaBUT MPOOJIEMBI.

S.ApxHUTeKTypa

CepnueM CUCTEMBI ABJISICTCSI MOOYJIBHOC SAPO.

B 3aBucumMocTu ot TOro, KakKue€ MOAYyJIM NOAKJIIOUYEHBI, CUCTEMA MOKET BBIIIOJHATH KaK CI)YHKLII/II/I



Pa3IUUHBIX CEPBEPOB, TaK U (PYHKIMM KJIUEHTOB KJIHEHT-CEPBEPHOM apXUTeKTypbl. COOCTBEHHO,
ApPXUTEKTypa CHUCTEMBI TMO3BOJISIET pEaM30BBIBATh paclpee/iEHHbIe KJIUEHT-CEPBEPHBIE CHUCTEMBI
JI000M CJIOKHOCTH.

,HJISI OOCTHKEHHS BBICOKOI'O 6bICTpOﬂCﬁCTBHH 3a CUET COKpalllcHUA BPEMCHU KOMMyHI/IKaI_II/II:I,
APXUTEKTYpa MO3BOJIACT O6'I>CI[I/IHHTI> (pyHKI_[I/II/I pacnpe,uenéHHbe CUCTEM B O,HHOIZ nporpaMme.

ApxurexktypHo, cucteMa OpenSCADA cocTOUT K3 NOACHUCTEM:

o [loacuctema OesonacHocTd. CoOIEpXKUT CHOUCKM MOJIb30BATEed, TpyNmnbl MOJIb30BATEJEH,
obecrieurBaeT MPOBEPKY MPaB HA OCTYII K 9JIEMEHTaM CUCTEMBI U T.J.

+ TMoacuctema 6a3 panubix. OOecnieunBaeT AOCTYI K O0a3aM JJaHHBIX.

* HOI[CI/ICTCMa TPAHCIIOPTOB. ObecneunBaeT KOMMYHHUKAUKO C BHEIHEHN CpCHOﬁ nocpeacCTBOM
PAa3JIMUYHBIX KOMMYHHUKAIUOHHBIX I/IHTep(I)CfICOB.

* HOI[CI/ICTCMa MMPOTOKOJIOB oOMeHa TeCHO CBs3aHa C MOJACUCTEMOM TPAaHCIIOPTOB U obecnieunBaeT
NOAACPKKY PA3JIMUHBIX IMTPOTOKOJIOB oOMeHa ¢ BHEITHUMM CUCTEMAaMHU.

* HO,HCI/ICTCMa KOHTPOJUICPOB. ObecrieunBaeT C60p AaHHBIX OT BHCIIHUX HUCTOUHUKOB: KOHTPOJUJICPOB,
JaTyukKOB MW T.qO. KpOMe 9TOro MnoACUCTEMa MOXKET MNPEAOCTABIIATH Cpeay MAJisd HalluCaHUus
reHEpPaTOpPOB ,I[aHHbIX(MO,[ICJII/I, PEryJATOPHI ... )

+ [Moacucrema napameTpoB. COAEPKHUT CIUCOK BCEX MapaMETPOB JOCTYMHBIX JPYTUM MOACHUCTEMAM U
BBHITIOJIHSIET (DYHKIMM pacripelieieHus] Harpy3Kd Mo IyOJMpyoIUM MapaMeTpaM, MepeKIoueHrue
pE3epBHBIX MApaMETPOB U T.J.

* HO)_ICI/ICTCMa ApPXUBOB. COI[Cp)KI/IT ApXUBbl BYX THUIIOB: apXHBbL COO6IJ.[CHPII>1 N apXHBbI 3HAUECHMH.
Cnocob APXUBHUPOBAHUS OMPEACITACTCS aJITOPUTMOM, KOTOprI;I 3aJIOKCH B MOAYJIC apXUBHUPOBAaHUS.

o Ilogcuctema  nosb3oBaTesbCcKUX — MHTEpdericoB.  CogepkUT  (PYyHKIUMM  MOJIb30BATEJBCKUX
HMHTEP(ENCOB.

* HOI[CI/ICTCMa yhnpaBJICHUE MOOYJISIMH. Ob6ecnieunBaeT KOHTPOJIb HaA MOYJISIMU.

+ Ilogcuctema cnenyanpHbiX (pyHKIME. CoaepAkUT (PYHKIMM HE BOLIEIIME B OCTAJbHBIE TOACUCTEMBI.
B HacTOsIUIT MOMEHT K 9TUM (PYHKLMSIM OTHOCATCS (PyHKLMU TECTUPOBAHUSI.

Hcxops w3 mpuHIMIA MOAYJIbHOCTH, YKa3aHHbIE BBIIIE TMOJICUCTEMBl MOTYT CBOOOJHO M3MEHSITh M
pacmupsiTh CBOIO (PYHKIIMOHATBHOCTD MY TEM MOAKJIIOUEHUS] MOAYJIEH COOTBETCTBYIOIIETO THIIA.

MopyneHoe spupo cuctemsl OpenSCADA  BbINOJNHSETCS B BUAE CTAaTUUECKOM M COBMECTHO
WCIOJIb3yeMOrH OMOMMOTEeK. DTO MO3BOJISIET BCTpauBaTh (PYHKIMM CHUCTEMBl B CYLIECTBYIOIIHE
MpOrpaMMBbl, & TAKKE CO3aBAaTh HOBBIE MPOrpPaMMBbl Ha OCHOBE MOy ibHOTO sigpa OpenSCADA.

OpnHako, MOJYJBHOE SIIPO SIBJSIETCS CAMOJOCTATOYHBIM M HCIOJIB3YETCs MOCPEACTBOM IPOCTOM
3aMyCKamIed NporpaMMBl.

Mopynu cuctembl OpenSCADA xpaHsTcsl B fuHaMHuecKux oubimorekax. Kaxmas guHamuueckast
OMOJIMOTEKa MOXET CoJiepKaTb MHOXKECTBO MOJYJeH pasnuyHoro tuna. HamonHeHue nMHaAMUYECKHUX
OMOIMOTEK MOAYJISIMU ONpenessieTcsl (PYHKIMOHAJIbHON CBSI3HOCTBIO caMMX MopyJieil. [JuHamuueckue
OMOJMOTEKM JOMYyCKAT TOpsYyl0 3aMeHy, 4YTO [O3BOJIIET B IHpolecce pabdoThl MPOU3BOAWUTH
oOHOBJIeHHEe MopyJie. MeToj XpaHeHus1 Koja MOAyJied B JUHAMHUECKUX OUOIMOTEKaxX SBJSIETCS
OocHOBHBIM misi  cucteMbl OpenSCADA, TmOCKOJBKY MNOJAEPKUBACTCS MNPAKTUYECKH BCEMU
coBpeMeHHbIMM OC. DTO HE MCKJIIOUAET BO3MOXKHOCTH pa3pabOTKU APYTrUX METOJOB XpaHEHHUs KoJa
MOAYJIEH.



6.3aKJ1r0u eHHe

XoTesnoch Obl MOJUEPKHYTh KJIOUEBbIe OCOOCHHOCTH MPOEKTA!
+ OTKpPBITOCTB:
— OTKpBbITas cxeMa pa3paboTKu;
— CBOOOJHBIN IOCTYII;
— TOJIHBIA KOHTPOJIb HaJ CUCTEMOM;
— BBICOKHUH ypOBEHb JIOKAJIU3ALUH;
— U JApyrye NpeuMylecTBa OTKPBITBIX CUCTEM;

+ KpoccnnatgopMeHHOCTh, MO3BOJISIET BRIOMpaATh MIATPOPMY HCXOAsl U3 €€ CBOMCTB, a HE TOJBKO
notomy uto Ha Hert pabotaeT SCADA cucrema.

+ T'uOKOCTD, Kak pe3ysibTaT MOAYJBHOCTH U PacIpeeIEHHOCTH, 00eCIeunBaeT:

— BO3MOXHOCTb TOCTPOEHUSI CHUCTEMBbl TMOJ pas3iuyHble TpeOoBaHUsSI HANEKHOCTH,
ObICTPOAEICTBHUS U (DYHKIIMOHAJIBHOCTH;

— cB0OOJIHOE MacIITaOMpPOBaHUE;
— BO3MOKHOCTb OOHOBJICHHSI MOJIyJiel Ha paboyer cucTeme;
+ [upokas cdhepa npuMeHEeHUST;

Ecnu Bac uHTepecylOT BOIPOCH pellaeMble MPOEKTOM, M BBl pasfeiisere ero uiaed goopo
MOXkaJoBaTh K COTpyaHUYecTBYy!!!

Mpsi Oyem pajibl pacCMOTPETh Ballld UJIEU U MPEIJIOKEHHU T !

7.KoHTaKTDBI
PazpaboTumnku: CaBouenko Poman AnekceeBuu (rom_as@fromru.com)
KoHcynbTaHThI: Boptauk Tumodent Bnagumuposuu (timbortnik @hotbox.ru)
CrioHCcOpHI pOeKTa: Hayuno MunoBanuonnoe [Ipeanpusitue "DIYA" (diyaon@alice.dp.ua)

[IporpamMmy MOXKHO B3SITh 3[1€Ch:
.« ftp://82.207.79.102/0OpenSCADA/0.2.6/openscada-0.2.6.tar.gz
« ftp://82.207.79.102/0OpenSCADA/0.2.6/openscada-0.2.6-1.src.rpm
« cvs -d:pserver:guest@82.207.79.102:/var/local/projects/CVS_R co OpenScada




